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1 Introduction

Passwords have been the canonical method of authenticating a user's identity. It
has been immensely successful over the last several decades, allowing an effec-
tive balance of security and simplicity. Unfortunately, passwords are failing to
scale to the changing landscape of computing. For instance: (1) With an explod-
ing number of apps and online services, the burden of remembering site-speci�c
passwords is almost prohibitive. Using common passwords across sites alleviates
the burden but at the cost of diminished security. (2) With cloud based services,
such as Net�ix, users are now able to share passwords among friends – password
based authentication is not fundamentally designed to thwart such behaviors. (3)
The possibility of password getting stolen is increasing alarmingly, note the recent
Gmail password outage1.

In general, the need for authentication is emerging in a wide range of contexts
and various solutions are necessary each operating at different points on the trade-
off spectrum. This work develops an authentication scheme that is less secure
than passwords, but is simpler to use and resistant to sharing. Our core idea is
to observe users' activities from the recent past and extract questions from them
that, ideally, only the user can answer but others cannot. Example questions could
be “from whom did you get the �rst call today morning?”or a multiple-choice
format that does not require much typing –“which news site did you NOT browse
today morning: CNN, NYT, Slashdot, Wired”. These questions will change for
every instance of authentication, disallowing a single breach to cause a permanent
damage. Finally, the user would be able to con�gure the parameters of the system,
including the number of questions for successful authentication, multiple-choice

1http://www.ibtimes.com/5-million-gmail-usernames-passwords-hacked-posted-russian-
bitcoin-forum-report-1684368
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or not, and of course, permissions to the activity logs. Given that today's users
perform various activities jointly with their computing devices, we believe that
adequate “secrets” can be extracted, enabling this alternative form of authentica-
tion.

A natural question might bewhere is such activity-based authentication appli-
cable?. While this work is inherently an exploration of the feasibility of this au-
thentication mechanism, we believe password sharing in Net�ix or HBO like ser-
vices is an area of application. Our proposal can potentially reduce such sharing –
even if Alice has shared her Net�ix password once with Bob, she may not be will-
ing to share her personal activity information every time Bob uses the password.
In another setting, activity-based authentication could also serve as an alternative
to hint questions. When a user forgets her password, she could be authenticated
through a series of activity-based questions instead of regular hint questions.
Present Work Done: This work employs the core idea that outliers in the user's
activities (rare activities) offer opportunities for generating passwords. Intuitively,
outlier events are easy to remember and dif�cult to guess. In this initial part of the
work, we develop certain metrics to test the proposition. We also establish this
intuition through a sequence of motivational experiments.
Future Work: These lessons would be used to developActivPass, an automatic
system that identi�es activity outliers. We will carefully generate (textual and
multiple choice) questions from them. Textual passwords offer better security
while multiple choices are easier to answer with just a click – the user con�gures
the system based on her preferences. Activity information would be sourced from
3 categories, namely: (1) smartphone call logs and SMS senders, (2) web browser
history, and (3) Facebook activities invisible to the public. Experiments would
recruit multiple volunteers from various segments of the university population –
they would answer questions generated from their own and others' activity logs.

The rest of this report elaborates (a). related work, (b). metrics de�nition and
(c). motivational experiment.

2 Related Work

Authentication system can be conceptualized in a multi-dimensional space where
perhaps the most important dimension issecurity, while other dimensions are
usability, share-ability, simplicity. Various solutions operate at different regions
in this design space.

Text based passwordis the most popular authentication mechanism among the
existing systems and is believed to be secure [3]. Manyphysical biometric based
authenticationsystems have been proposed as this class of password is believed
to be robust and secure. Examples of a few physical biometric authentication
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schemes are like face based authentication [5], �ngerprint based authentication
[5, 12], iris based authentication [10], audio based authentication [4, 14], gait
based authentication [9].Graphical passwordis a usable authentication mecha-
nism where a prede�ned graphical image is shown to a user. The user requires to
touch predetermined areas of the image in a particular sequence [2]. Another
interesting approach of authentication mechanism is context based authentica-
tion [8, 15], which leverages the idea of individuality of users [18].

However, shareability - a new dimension of authentication is becoming im-
portant. Any public subscription based company generates revenue from users'
subscriptions. If that credential is shared among many persons, then obviously
service provider is going to lose revenue. Like Net�ix, HBO-Go authorities curse
this password sharing habit2 leading to their revenue loss.

A number of contributions have been made by researchers in this direction.
Physical biometricis the most promising solution that can avoid sharing. How-
ever, it is not feasible to applyphysical biometricin all kinds of authentication
scenario. Another alternative to restrict sharing isHCI-based biometric. In [17],
authors reported a number of HCI-based biometric schemes. This work cate-
gorized the existing schemes into two classes -1) input device interaction based
biometric (keystroke, mouse, haptic), and 2) software interaction based biometric
(email-behavior, programming style, computer game strategy). [13] distinguished
authentic user from non-authentic users based on key stroke pattern. However,
authors reported even50%false acceptance rate in key stroke pattern based au-
thentication [16]. In [7], authors proposed techniques to identify sender of an
e-mail by mining e-mail content.

One Time Password (OTP)is another potential option for solving the issue of
sharing. As it changes dynamically, it would be dif�cult to share every time. OTP
still can be shared to reduce subscription charge if users adopt the painstaking path
of repeated sharing. Instead of a random string, if OTP contains a user's private
information, it would become resistant to sharing. Another direction of research
tries to �nd out secrets that users know for authentication. For example, to identify
fraud in online credit card transaction, a user might have to face different secu-
rity questions like geo-location, email-address, shipping-address, previous trans-
actions [1]. In [11], authors identify that users remember various activities they
perform on smartphones. In line with this, in [6], authors propose to capture
users' daily events (on smart phone) that users remember to authenticate users.
However, authors concentrate more on answer pattern of authentic users rather
than designing questions that achieve high recall and low guessability.

2http://www.cnet.com/news/net�ix-ceo-curse-you-password-sharing-literally/
http://blogs.marketwatch.com/themargin/2013/12/31/net�ix-takes-a-shot-against-shared-
subscriptions-some-of-them-anyway/
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ActivPass builds upon these initial works to design a more �ne tuned end-
to-end authentication system by distinguishing potential of different activities
through a thorough user study.

3 Experiment Setup

In this section, we de�ne the metrics of interest in evaluating ActivPass, details on
participants, and the instructions provided to the participants during experiments.
The experiments performed in the work can be enumerated into the following four
major stages -a. motivational experiment,b. pilot study (�rst stage experiment),
c. second stage experiment, andd. experiment with the �nal system. The purpose
and goal of each experimental stage is illustrated at the due place in the report.

3.1 Metrics

Recall Rate (RR)- It is the percentage of correct answers given by a user sayX
when asked about herown activities. LetTown be the total number of questions
asked toX andX is able to answerp correctly then simply,RRX = p

Town
� 100.

Guessability (G)- Let, for the given userX, her friends3 are shownTX ques-
tions aboutX's activity; a particular question may be shown toN friends; in that
case the question is countedN times inTX . Let p be the number of questions out
of TX that are answered correctly by X's friend. Then, Guessability aboutX is
formally de�ned asGX = p

TX
� 100.

3.2 Participant Details

To recruit participants, we had advertised via e-mail about our experiment with
privacy policies and compensation to different academic institutions. The exper-
iments have been conducted with agreed participants (students, researchers, pro-
fessors, technical persons) with wide age range (from18years to47years where
median age is26); on average30%of participants are female. Some of the vol-
unteers participated in more than one stage. For participating in each stage of
experiment, we have extended a dinner coupon to the volunteers.

4 Motivational Experiments

In this section, we demonstrate a set of experiments to establish the key intuitions
behind the methodology. First we show the existence of activities that users can

3by friend in this context we mean class-mate/ room-mate/ lab-mate/ colleague
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easily recall and while others cannot guess with help of two metrics de�ned ear-
lier. Then we show that deeper investigation uncovers a speci�c class - outlier
activities. Next, we demonstrate the presence of outlier activities in our daily life.

4.1 Recall Rate and Guessability - Bounds

In an attempt to developActivPass, we �rst asked the following question:if an ex-
tremely smart system – say humans – were to observe the activity logs and prepare
questions from them, what kind of performance will it achieve?This should serve
as a reasonable estimate of upper bound on recall and a lower bound on guessabil-
ity of an activity based authentication system. Insights into these bounds should
shed light on how wellActivPasscan perform. In all the experiments discussed in
this section, we have considered past7 days activities and only text-based ques-
tion is prepared from activity. We have employed20volunteers - of which10are
under-graduate and6 are post-graduate students, and4 are academic-staffs.

We designed the following three experiments:

(1) Guessability

We recruited a volunteer, say Alice, and asked her to scrutinize her own activi-
ties, and prepare7 questions that she thinks that even her friends will not be able
to guess. Then, we asked these7 questions to3 � 5 individuals, selected from
Alice's friends. We repeated this process for20 volunteers altogether. Example
questions that users asked were of the form: What was the last thing I ate for
dinner yesterday?, What did my assistant Carol give me today? Which song did
I listen to on my way back from of�ce last night? Fig.1(a) reports the percent-
age guessability achieved for each volunteer. Evidently, average guess-ability is
36:8% which is (apparently) quite high for the development of any meaningful
system. Nevertheless, careful investigation reveals that the set of rare (de�ned
later) activity has very low guessability.

Fig. 1(b) shows that outlier activities consistently exhibit a marked differ-
ence with other activities with guessability rate4:5%4. This encouraging result
indicates that the opportunity to extract secrets from user activities indeed exists;
outlier activities may play a key role. Whether it can be achieved automatically,
using only a subset of collected activities, is the central question in this work.

(2) Recall

The second experiment is targeted to characterize the upper bound on recall. Ob-
serve that this cannot be performed the same way as above since Alice cannot be

4In selected activities35%are outlier, and65%are non-outlier.
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(b) Guessability across different activity types

Figure 1:Guessability
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Figure 2:Shows user-wise Recall Rate of activities in recent past

asked to identify questions that she herself remembers! Thus, we needed another
individual who is a very good friend of Alice so that he/she is able to understand
Alice's context, what she remembers well, her behavioral patterns, etc. Let's say
this friend is Bob. We then ask Bob to look at Alice's activities of last seven days
and craft10 questions that he thinks Alice will be able to recall. Example ques-
tions that Bob crafted were of the form: Who was Alice with on a long phone call
today? What song did Alice listen to during dinner last night? We repeated this
process for10 pairs of individuals. Fig. 2 shows the per-user recall rate for each
of the10volunteers. The average rate is89:9%. High recall rate again veri�es the
existence of the core opportunity – that it is possible to pick from recent activities
that a user can herself recall.

(3) Satisfying Guessability and Recall

Of course, a question that is effective for guessability may not be effective for re-
call, and the vice versa. We need to craft questions in such a way that both the fac-
tors got satis�ed. Moreover, as we will not have complete know how about user's
activity, we have to prepare questions from a subset of activities that are recorded
electronically. The above experiments individually point to the opportunities but
do not capture these constraints for a practical system. Therefore, we perform the
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Figure 3:Shows user-wise Recall Rate and Guessability

following experiment where we ask Bob to look into Alice's recorded activities5

and craft questions that Alice can answer, and others cannot. The recorded activi-
ties contained browser history, Facebook activity, phone call meta-data, and SMS
meta-data. We repeated this for10pairs of users. Fig. 3 shows the average recall
and guess-ability for the crafted questions – recall rate is87%and guess-ability is
5:3%. The results are encouraging, and indicative of the latent potential in activity
based authentication.

4.2 Presence of Outlier Activities

We perform several measurements based study to establish the fact that the out-
liers6 constitute a signi�cant portion of the users daily activities which can be
measured in terms offraction of outlier activityperformed by a particular user.

Fig. 4 plots the CCDF (Complementary Cumulative Distribution Function)
of outlier activity for phone call (a user gets a call from her friend after a long
time) and browsing activity (a user visited reddit.com which she normally does
not visit). Fig. 4(a) shows that almost80%users have at least10%outlier activity
fraction in case of phone call. Fig. 4(b) illustrates that almost100%users have
around10%or more browsing outlier activities. For SMS also we found similar
pattern as call.

5 System Architecture of ActivPass

The system in the background runs an activity listener which continuously extracts
metadata from various user interactions, and organizes them into time-stamped
activity logs. Example metadata are caller IDs, SMS senders, duration of calls,

5These activities include Facebook, sms, call, web-browsing etc. which we later use while
developing the ActivPass system.

6An outlier activity is de�ned as one whose frequency of occurrence is less than 10% of the
frequency of occurrence of the activity which lies on75th percentile, if we arrange the activities
in order of its occurrence. This is an ad-hoc de�nition which we came up after observing a lot of
data.
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(a) CCDF of outlier phone call activity
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(b) CCDF of outlier web links in browsing ac-
tivity

Figure 4:Studies about outliers in phone call and browsing activity

webpage URLS, webpage titles, Facebook pro�les visited, etc. Now, when a user
invokes an application, sayNet�ix, ActivPass executes aPassword Generator
Module (PGM)in the background. The PGM operates on the activity logs and
createsn password questions that are then presented to the user together. If the
user correctly answers at leastk out of n questions,k � n, the application is
launched. Fig. 5 sketches the �ow of operation in ActivPass.

Figure 5: Work �ow of ActivPassshowing an instance where a user invokes the
Net�ix application

5.1 Password Generation Module (PGM)

Fig. 6 shows a high level �owchart of the PGM module running inside ActivPass.
The Activity Handler module — installed in the form of a web browser plug-in,
a Facebook app, a SMS/phone-call monitor, and an audio monitor — listens and
collates all the activities from its user. PGM generates challenges from collected
activities and provide authentication challenge to user.
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Fig. 6 illustrates the operations inside the PGM. An Activity Collection mod-
ule periodically draws recent activity logs and forwards them to an Activity Cat-
egorization module tasked to identify outliers. While outlier generation can be
across many dimensions, we adopt a simple approach focused on only the inter-
occurrence time of activities. Speci�cally, ActivPass computes the distribution of
inter-occurrence time of each activity, and identi�es those that fall in the extreme
points of this distribution. Thus, if Alice visits CNN.com with some periodicity,
then CNN.com is not an outlier; however, if Alice has not visited Engadget.com
for a month and does so today, then it is a suitable candidate for passwords. In
light of this, the categorization module computes the distribution and discards all
activities that are not at the extreme of the distribution (outliers as de�ned in pre-
vious section). It also discards someirrelevantactivities, such as incoming phone
calls with the caller name as “Unknown Caller”. The residual activities are for-
warded to the Challenge Generation module which designs the questions from
them. Table 1 summarizes the categories and nature of questions that the PGM
ultimately presents to the user. Table 2 details the type of data collected.

5.2 Pilot Study and Data Driven (Re)Design

We subject the simple design sketch above to a pilot user study with20users - 10
undergraduate, 6 post-graduate students and 4 academic staffs. The goal is to gain
insights on the ef�cacy of this basic outlier detection scheme — scenarios under
which users are not able to recall, and attackers are able to guess.

Figure 6: Flowchart for operations inside the Password Generation Module
(PGM)

We have gathered activities over a span of7 days. As mentioned earlier, the
activities are only meta data — we perform no content inspection. Volunteers
were also given the control to turn off ActivPass when they desired to perform
certain private operations. Of course, its possible that user activities were biased
based on this background listener running on their devices — we decided to live
with this problem for now to get a �rst-cut measurement. Perhaps it is worth
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Table 1: Range of questions asked per source
Range of questions asked

Facebook
1) Pro�les visited by the user.
2) Groups the user is a member of.
3) A person with whom user had a chat.

Web 1) Titles of the web-pages visited by the user.

Call
1) A person whom the user called.
2) A person who called the user.

SMS
1) A person whom the user sent an SMS.
2) A person who sent an SMS to the user.

Audio
1) The tune/tone used by the user as an alarm.
2) The tune/tone used by the user as her ring-tone.
3) The audio �les downloaded by the user.

noting, that several users mentioned being conscious in the �rst day or two, but
forgetting about the listener after that.

Running the outlier detection algorithm on the collected data, the PGM gener-
ated questions,65of which must be answered by each volunteer. Among them,40
questions are from the volunteer's own activities and25questions are from others'
activities. The questions were sourced uniformly from each of the �ve categories,
namely web, FaceBook, phone, SMS, audio subject to the availability of enough
questions in each category. Moreover, it is ensured that each user gets equal num-
ber of questions from all question formats (discussed shortly). Once volunteers
answered these questions, we obtained a total of around1300responses —800of
them were memory recalls and500were guesses to others' password questions.

Question Formats:Questions are of two formats, namely text-based and mul-
tiple choice questions (MCQ). The text-based questions are generated in a tem-
platized manner and hints (in form of some character(s) of the answer word) may
or may not be given. MCQs on the other hand are designed in a way that the out-
liers are camou�aged with3 additional activities which actually never happened
or happened long ago. Finally, to evaluate the design point of extreme simplicity
and weak security, we also design some questions with binary (Yes/No) answers.
Table 3 shows examples of different question formats.

5.3 Observations and Results

In this section, we analyse the data collected to understand the �aw of ActivPass
system design which in turn will help to improve the design and tuning the pa-
rameters of ActivPass system.
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Table 2: Data collection details
Source Details of data collected

SMS Time, Receiver/Sender Name
Call Time, Type (incoming, outgoing),

Name of other person, Duration
Audio Title of Music added in this week,

Alarm tone, Ring tone
Web URL, Time of visit
Link visited
from Facebook

URL, Time of visit

Facebook
Group

Name of Private (secret and closed)
groups

Facebook
Pages

Name of pages created by user

Facebook Pro-
�le

Name of Facebook friends of user

Facebook Mes-
sage

Time (in milliseconds from epoch),
Name of other person, Msg Id,
Thread Id

Across Activity Categories : Fig. 7(a) shows recall rate and guessability
across different activity categories from which questions are generated. The recall
rate percentage of web, Facebook, call and SMS related activities are70%, 64:8%,
65%, 58%respectively, certainly lower than our expectations. Surprisingly, recall
rate of audio related activities was excessively low,� 28%. The excessive low
recall for audio is due the fact that users load audio �les in batches hence are
mostly unaware about the individual songs which have been loaded. Averaging
across all of them, the recall rate bordered around an unsatisfactory61%. Fig.
7(a) also shows the guessability of activities from different activity categories.
Again, volunteers were able to guess reasonably well, varying between25% -
40%. Speci�cally, guessability of web, Facebook, call, SMS and audio were40%,
26%, 29%, 27%and25%, respectively. This higher value of guessability mainly
stems from binary formats that we show shortly.

Across Question Formats : Additional results shed more light on perfor-
mance. Fig. 7(b) plots the recall rate and guessability for three question formats
— (1) text-based, (2) multiple choice (MCQ), and (3) binary (yes/no). Rather
surprisingly, the recall rate of even binary questions is low (� 76%); for MCQs,
the recall rates are low too (� 63%). Text based questions achieve recall rates of
(� 44%). In terms of guessability, Fig. 7(b) reports encouraging results for text
based questions of around5:5%. Also, as expected, it is around25%for MCQ,
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Table 3: Exemplar questions of different question formats
Question
for-
mats

Example questions asked

Binary Have you received a call from Alice at
around 10 pm on 19/09/2014?

MCQ Please write the options of the links you
visited,this week in comma separated
way ( Ex: A, B ): A. CNN; B. BBC; C.
SKY News; D. Reuters

Text Whom did you call at around 7 pm on
17/09/2014 ? Hint: (Al*)

Browsing Facebook Call SMS Audio
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Figure 7: Fig. 7(a): source-wise Recall Rate and Guessability. Fig. 7(b): Recall
Rate and Guessability across different question-formats

and51%for binary questions.
Effect of Hint : Fig. 9 shows the effect of hint, hint position and hint length in

terms of recall rate and guessability. Fig. 8 shows signi�cant difference between
questions with hint and without hint in terms of recall rate. With hint, recall rate is
approximately81%while it is around17%when there is no hint. Fig. 9(a) shows
the effect of hint position. In this experiment, we have considered three different
hint positions -i) at the beginning ii) at middle iii) at the end. For example if an-
swer of some text based question is Alice the hints will look like i)A* ii) *i* iii) *e
(where * means any number of characters) respectively. Hint at starting position
is most effective for recall while there is no signi�cant difference in guessability.
Fig. 9(b) shows the effect of hint length. Recall rate is almost10%higher with2-
character hint compared to1-character hint while guessability is also0:4%higher
for 2-character hint.

Effect of StalenessFig. 10 plots the variation of recall rate and guessability
across different days of activity. It is obvious from the �gure that recall rate tapers
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Figure 8: Recall Rate and Guessability of hint and non-hint Text questions.
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Figure 9: Fig. 9(a) shows effect of hint position on recall and guess. Fig. 9(b)
shows effect of hint length on recall and guess

of signi�cantly with staleness after the �rst three days (after that recall rate goes
below80%). However, interesting observation is that the staleness does not have
effect on guessability. Guessability is independent of the activity staleness.
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Figure 10: Impact of staleness on recall rate and guessability

Take-Away from First Stage Results
Tables 4 and 5 summarize the recall rate and guessability of all question categories
from this pilot study. The results are clearly far below what can be used in a
real systems. However, the following are key take-away observations that are
embraced in redesigning ActivPass.

1. People forget their online activities quickly.It is important to utilize very
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Table 4: Recall Rate for various source and question-format combinations
X X X X X X X X X X XFormats

Source
Facebook Web Call SMS Audio

Binary

Chat 87

76 85 80 60
Group 75
Pages 65
Pro�le 70

MCQ

Chat 77.5

66
Person 70 Person 80

47.5
Group 60
Pages 60

Time 75 Time 35
Pro�le 55

Text-based
Hint 85

N/A
Hint 80 Hint 85 Hint 35

Non Hint 17 Non Hint 20 Non Hint 15 Non Hint 10

Table 5: Guessability of various source-question format combinations
X X X X X X X X X X XFormats

Source
Facebook Web Call SMS Audio

Binary 46.67 52.33 53.33 53.33 47
MCQ 27 27.33 25.67 20 22.33
Text 6.33 N/A 5.67 4.33 5.33

recent information for generating passwords while mere guessing is inde-
pendent of staleness.

2. Even url of web-pages are inadequate for remembering.Several users were
not able to recall whether they browsed a “lsbf.org.uk” website, but imme-
diately responded positively when asked if they visited the “London School
of Business” site. As a result, web-page titles and descriptors are needed.

3. Hints are helpful for recall.A hint with two character is the best although it
may slightly increase the guessability.

4. Interdependency between questions can leak information. We observed
cases where a guesser was able to break the password based on the fol-
lowing two questions:When did Alice (a participant) call his friend Bob?
andWhom did Alice call at around 5 pm today?. Such inter-dependencies
need to be handled by generating a single question per activity.

5. With Facebook based questions, the groups and web-pages that users visit
should be uncorrelated to his/her own pro�le.Several “friends” were able
to predict, say, that a student of MIT was visiting an alumni group of MIT
Robotics.
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6. Certain category of data sources and question formats may not be used.
Questions from audio and yes/no format questions may be discarded for
next round of experiment.

The �rst three lessons would help in improving recall while the next two helps
in �xing design errors and reducing guessability. We implemented these modi�-
cations toActivPass and progressed into a fuller scale evaluation phase with50
users.

6 Data Collection Statistics

In this section, we discuss statistics of collected phone, Facebook, and web activi-
ties of70participants (20for pilot study and50in next round). Data have been col-
lected from a wide variety of phones like - HTC-desire, Sony-Xperia, Samsung-
S2, Samsung-S3, Samsung-Duos, Samsung-Ace, Micromax-Canvas, Lenovo-A706
etc. using these applications. With due permission, we install the ActivPass lis-
tener on each of their computers, laptops, and smartphones, and gather activities
from them. Details of the data collected as well as the pro�les of the participants
are detailed below.

6.1 Pro�le Statistics of Participants

To understand the pro�les of participants, we have conducted a survey among
them. The survey revealed that the participants have possessed2 to 10mobiles in
their lifetime. Most of the people carry multiple electronic equipments like tablet,
smartphone etc.

6.2 Browsing Activity and Facebook Chat Session Statistics

Fig. 11(a) shows statistics of web browsing including link followed from Face-
book. Sixty users browse in the range of35 to 500sites almost uniformly, while
the most active10users browse in the range of500to 800sites on an average per
day. Fig. 11(b) shows statistics of Facebook chat session. Facebook chat session
statistics is also quite skewed. Around60users participate in1 to 10chat sessions
on an average per day while the most active5%users have25 to 35chat sessions
on an average per day.

6.3 Phone Activity

Fig. 12(a) illustrates the statistics of call data including incoming and outgoing
call. It shows that number of calls per day follows an heterogeneous distribution
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Figure 11:Browsing and Facebook activity related statistics across participants

with only 14users making more than30calls, while a large portion of them doing
as less as10 calls per day. Fig. 12(b) shows statistics of SMS data including
incoming and outgoing SMS. SMS statistics is clearly much more skewed than
call statistics. Most of the participants do receive and send between1and10SMSs
per day while a handful texts as high as80 SMSs. This divide is because some
people like texting and they subscribe to different SMS-friendly subscriptions.
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Figure 12:Phone activity related statistics across participants

7 Experimental Results

In this section, we present the detailed evaluation results of our system. We con-
duct the evaluation process in two different ways. First we re�ne the generation
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of question set based on the lessons learnt during the pilot study (discarded yes/no
questions, questions are generated from last three days activities, title is provided
instead of web URL etc.) and then perform an extensive evaluation to decide
number of questions needed in �nal challenge. Hence the important difference in
system between pilot study and second stage lies in question selection where the
pilot study essentially draws questions from a superset. In this regard, we recruit
volunteers and evaluate the quality of the new set of generated questions both in
terms of recall rate and guessability. Based upon the feedback from the evalua-
tion process, we go ahead to build an end-to-end system and compare our system
with several baseline methods. We have also conducted a user survey to assess the
usability of our system.

7.1 Evaluation -Second Stage

Each of the50 recruited participants (22 under-graduate,9 graduate students,11
research scientist,2 lab-assistants,4 faculty members, and2 academic-staffs) has
been requested to identify three to �ve friends among the participants. The gener-
ated question set consists of35questions,20questions pertain to participant's own
activities and15pertain to participant'sfriends' activities (of previous two days).
We obtain1750responses in total among which1000responses were about user's
own activity and750responses were aboutfriends' guess. Several sources of in-
formation and question format have been discarded after the �rst round. Questions
were uniformly generated from all remaining question-format and sources.
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Figure 13: Fig. 13(a): Recall Rate and Guessability across different question-
format. Fig. 13(b): Recall Rate and Guessability of activities from different
sources

7.1.1 Observations

We report the improvements that we achieve as a result of the re�nement pro-
cess. The improvement is multidimensional; we observe the improvement due to
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Table 6: Recall Rate and Guessability for various source and question-format
combinations` ` ` ` ` ` ` ` ` ` ` ` ` ` `Source

Question-format
MCQ Text-based

Facebook 93.9, 25.4 92.3, 6.5
Web 80.6, 21 N/A, N/A
Call 87.5, 23.6 90, 5.9
SMS 88, 20.8 86.2, 4.5
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Figure 14: Recall Rate and Guessability of all the 50 users

(a). re�nement in the question formats, (b). carefully selecting the sources, (c).
restricting to last2 days activities signi�cantly improves the performance.

(a) Question Format-wise Recall Rate and Guessability:First we highlight
the results in Fig. 13(a) which shows the substantial improvement in recall rate
and guessability across different question formats. As we have discarded yes/no
format questions during the design phase, we are left with only MCQ and text
based questions. Recall rates of MCQ and text based questions are85%and90:9%
respectively while their respective guessabilities are22:7%and5:7%respectively.
The recall in text-based question is low because of its low recall in web page
category; text-based password is not tried in this category because it becomes too
lengthy.

(b) Source-wise Recall Rate and Guessability:Similarly, Fig. 13(b) mani-
fests the improvements that we achieve in the source-wise recall and guessability
rate. Improvement of questions increases source-wise recall rate signi�cantly.

On the other hand guessability rate of all sources reduces but the guessability
of text-based passwords increase a bit because at this phase we are using a two-
character hint universally. On dissecting every source result question format-wise
(Table 6), we �nd that guessability of text-based questions is signi�cantly lower,
while recall is also higher than MCQ.

User-wise Recall and Guessability:Fig. 14 shows user-wise recall and
guessability of all 50 users.

Recall rate varies from60%to 100%while mean and standard deviation of
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Table 7: Success of authentic user and impostor with different n and k values
n k Authentic user Impostor
4 4 0.554 0.0004
4 3 0.906 0.011
4 2 0.989 0.1043
4 1 0.998 0.468
3 3 0.642 0.0031
3 2 0.948 0.0577
3 1 0.996 0.3771
2 2 0.745 0.0213
2 1 0.981 0.2707

recall are86:3% and9:5 respectively. Guessability of user varies from3:2% to
27:8% while mean and standard deviation of guessability are14:6% and 5:75
respectively. We �nd that for each user, recall rate is substantially higher than
guessability.

7.2 End-to-EndActivPass System

We are now in a stage of transforming thisre�ned systemto a �nal end-to-end
ActivPass system. Unlike user-study, a working system cannot afford to ask 20
questions. Hence a practical setting would be to generate a small challenge set
which would haven questions and a user would be authenticated if she answers
k questions correctly. We can derive the probability of success and failure for
a given (n, k) pair by using a simple Bayesian formula. The table 7 shows the
probabilities at different values ofn andk.

From the table we observe that a good value can ben = 3, k = 2 as it keeps
the number of questions to bare minimum as well provides a healthy prediction of
high likelihood of proper identi�cation of authentic user and rejection of impos-
tors.

7.3 Evaluation ofActivPass System

In this section, we perform the performance evaluation of the �nalActivPass
System. The performance is measured based on the two baseline schemes namely
(a) ActivPass Random baseline (b) Keystroke Baseline, which will be described
shortly. For the evaluation, we recruited15 volunteers7. ActivPass generates a
�nal challenge set consisting of3 questions. Every participant is asked to take the

75 and10participants from pilot study and second stage respectively
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test 10 times -4 times the challenge set is generated from their own activity while
6 times from their friends activity.

7.3.1 Baseline Schemes

To the best of our knowledge, a system to stop shareability is not in place. Hence,
no straightforward instance of baseline scheme is available. So we de�ne the
following two baseline schemes.

(a) Keystroke Baseline:We consider a scheme which restricts password shar-
ing by matching key stroke pattern [13]. We replicated this work to compare with
ActivPass as benchmark. This benchmark will be referred askeystroke. The ba-
sic intuition is that a service in the process of authenticating a person may not only
check the password but also the pattern (key pressing duration, inter key press du-
ration) in which the password is entered through keyboard.

(b) ActivPass Random Baseline:We propose another baseline scheme sim-
ilar to ActivPass where instead of outlier activities, all activities are given equal
importance during generating challenges. This benchmark will be referred as
ActivPass random.

7.3.2 Evaluation Results

We start the evaluation of theActivPass system by considering it as a stand alone
system and measuring its performance independently. Table 8 shows user-wise
successandfailure of ActivPass system. It shows that12 out of 15 participants
succeeded in answering the4 challenges given to them while2 users succeeded
in 3 out of4 challenges and1 user got success in2 out of4 challenges. In case of
challenges related to friends11users failed in all challenges while3 users passed
in 1 out of6 challenges taken while1 user passed in2.

Comparing ActivPass with Baseline schemes:Table 9 highlights the su-
periority of ActivPass system over the other benchmark schemes. It shows that
ActivPass system is far better thankeystrokemethod with respect to bothsuc-
cess(fraction of attempt an authentic user successfully logged in) andfailure
(fraction of attempt an impostor successfully logged in). Success ofActivPass�
Random scheme is same asActivPass, which means people equally remember
usual activities as outlier, however, guessability of usual activities is much too
high compared to outlier activities. Here we must mention that the system can
become even more secure if we completely switch to text-based question.
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Table 8: Success and Failure rates for all the users
User ID Success Failure
1 1.0 0.0
2 1.0 0.0
3 1.0 0.166
4 0.75 0.0
5 1.0 0.0
6 1.0 0.166
7 1.0 0.0
8 0.5 0.0
9 1.0 0.33
10 1.0 0.0
11 0.75 0.0
12 1.0 0.0
13 1.0 0.166
14 1.0 0.0
15 1.0 0.0

Table 9: Comparison of ActivPass with benchmark schemes
Scheme Success Fail
ActivPass 0.95 0.055
ActivPass Random 0.95 0.35
Keystroke 0.744 0.397
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7.4 User Survey on Ease of usage of ActivPass

We created aGoogleform with a set of questions to gather feedback from users
about their experience withActivPass. Any password system need to be con-
venient for users specially it should be easy to adopt and use. Fig. 15(a) and
Fig. 15(b) show the users' opinion regarding adopting this new scheme. Fig. 15(c)
shows the fraction of users eager to use the new scheme instead of traditional hint
questions for password recovery. The results in general are encouraging.

8 Conclusion

This report presentsActivPass, a dynamic authentication system that mines the
user's daily activities to extract passwords. While ActivPass may not apply to
services requiring strict authentication, it may be a candidate to alleviating the
problem of password sharing. Even though users might share their passwords
once, they are generally unwilling to continuously share their daily (atypical) ac-
tivities with others. This can prevent Bob from perennially reusing Alice's (Net-
�ix) password, just because she shared the password once. Experiment results
from a large set of university volunteers demonstrate promising results with the
system achieving up to95%success rate. We also observe that while performing
our experiments, volunteers were not penalized for failing to recall their past ac-
tivities. In reality, however, a user has a stronger incentive to recall her past to
be able to answer the password question correctly – in such situations, the perfor-
mance could improve further. Of course, the adversary could also have a stronger
incentive in reality, to guess a user's password.

8.1 Future Work

The primary requirement for developing activity based authentication systems is
to obtain memorable activities that only the users can recall. While looking for
atypical or rare daily activities from pro�le and users messages is a good �rst di-
rection, further efforts need to be undertaken to understand memorable events. In
particular, one of our current approaches, is to focus on regrettable communica-
tions on social networks. While rare events are memorable, user recall is much
higher for events for when user's associate a feeling of regret. On Twitter about
10% of all communications are deleted due to the authors regretting posting them.
Our current focus is thus to understand the potential for using deleted tweets as a
source of questions for activity based authentication systems.
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Figure 15: Users' Opinion - 15(a): Easy to adopt. Fig. 15(b): Effort required to
remember their activities. Fig. 15(c): People's preference of ActivPass instead of
hint question in password recovery
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Researchers at Indian Institute of Technology-Kharagpur,
in collaboration with other universities, are investigating
whether recalling text messages, calls, and Facebook likes
could be a useful log-in strategy.

The researchers think that kind of question could
eventually work as a simpler log-in method for some
websites and services. The kinds of things you do regularly
on your smartphone or computer may be easy for you to
recall but difficult for a hacker to guess, they suggest.

"Whenever there's something you and your phone share
and no one else knows, that's a secret, and that can be
used as a key," said study co-author Romit Roy
Choudhury, an associate professor at the University of
Illinois at Urbana-Champaign.

In a research project dubbed ActivPass, researchers from
the Indian Institute of Technology Kharagpur, the
University of Texas at Austin, and the University of Illinois
Urbana-Champaign studied how well participants could
answer questions based on a log of activity, including
Facebook posts, websites visited, songs downloaded, and
people called and texted.

The researchers reported that asking questions about
recent, infrequent events (such as a phone call yesterday
from a friend you haven't spoken to in a while) worked 95
percent of the time in testing.

Eventually, this kind of authentication may replace the
growing list of usernames and passwords most of us have,
or at least serve as a new kind of backup for when you
forget a password.

In their study, the researchers used an app to collect data
from participants' smartphones and also gathered some
data from their computers.

On average, users succeeded in answering three
questions about themselves correctly 95 percent of the
time, and they were able to answer questions about other
people less than six percent of the time.
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Choudhury said the researchers were speaking with
companies like Yahoo and Intel to figure out if what they're
doing could be useful for enterprise users.

The study was published in MIT Technology Review.
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Researchers at Indian Institute of Technology-Kharagpur,
in collaboration with other universities, are investigating
whether recalling text messages, calls, and Facebook likes
could be a useful log-in strategy.

The researchers think that kind of question could
eventually work as a simpler log-in method for some
websites and services. The kinds of things you do regularly
on your smartphone or computer may be easy for you to
recall but difficult for a hacker to guess, they suggest.

"Whenever there's something you and your phone share
and no one else knows, that's a secret, and that can be
used as a key," said study co-author Romit Roy
Choudhury, an associate professor at the University of
Illinois at Urbana-Champaign.

In a research project dubbed ActivPass, researchers from
the Indian Institute of Technology Kharagpur, the
University of Texas at Austin, and the University of Illinois
Urbana-Champaign studied how well participants could
answer questions based on a log of activity, including
Facebook posts, websites visited, songs downloaded, and
people called and texted.

The researchers reported that asking questions about
recent, infrequent events (such as a phone call yesterday
from a friend you haven't spoken to in a while) worked 95
percent of the time in testing.

Eventually, this kind of authentication may replace the
growing list of usernames and passwords most of us have,
or at least serve as a new kind of backup for when you
forget a password.

In their study, the researchers used an app to collect data
from participants' smartphones and also gathered some
data from their computers.

On average, users succeeded in answering three
questions about themselves correctly 95 percent of the
time, and they were able to answer questions about other
people less than six percent of the time.
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Choudhury said the researchers were speaking with
companies like Yahoo and Intel to figure out if what they're
doing could be useful for enterprise users.

The study was published in MIT Technology Review.
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Who was the first person to text you today? The answer to

this, or a similar question, could be the unlocking code for

your phone instead of  a normal password.

Researchers at  Indian Institute of  Technology-Kharagpur, in

collaboration with other universities, are investigating

whether recalling text messages, calls, and Facebook likes

could be a useful log- in strategy.

The researchers think that kind of  question could eventually

work as a simpler log- in method for some websites and

services. The kinds of  things you do regularly on your

smartphone or computer may be easy for you to recall but

difficult  for a hacker to guess, they suggest.

"Whenever there's something you and your phone share and

no one else knows, that's a secret, and that can be used as

a key,"  said study co-author Romit Roy Choudhury, an

associate professor at  the University of  I llinois at  Urbana-

Champaign.

In a research project dubbed ActivPass, researchers from the Indian Institute of  Technology

Kharagpur, the University of  Texas at  Austin, and the University of  I llinois Urbana-Champaign

studied how well participants could answer questions based on a log of  activity, including Facebook

posts, websites visited, songs downloaded, and people called and texted.

The researchers reported that asking questions about  recent, infrequent  events (such as a phone

call yesterday from a friend you haven't spoken to in a while) worked 95 percent of  the time in

testing.

Eventually, this kind of  authentication may replace the growing list  of  usernames and passwords

most  of  us have, or at  least serve as a new kind of  backup for when you forget a password.

In their study, the researchers used an app to collect data from participants' smartphones and also

gathered some data from their computers.
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On average, users succeeded in answering three questions about  themselves correctly 95 percent

of  the time, and they were able to answer questions about  other people less than six percent of

the time.

Choudhury said the researchers were speaking with companies like Yahoo and Intel to figure out  if

what  they're doing could be useful for enterprise users.

The study was published in MIT Technology Review.
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New Delhi:Who was the first person to text you today? The answer to this, or a similar question,

could be the unlocking code for your phone instead of a normal password.

Representational picture

Researchers at Indian Institute of Technology-Kharagpur, in collaboration with other universities, are

investigating whether recalling text messages, calls, and Facebook likes could be a useful log-in

strategy.The researchers think that kind of question could eventually work as a simpler log-in

method for some websites and services. 

In a research project dubbed ActivPass, researchers from the Indian Institute of Technology

Kharagpur, the University of Texas at Austin, and the University of Illinois Urbana-Champaign

studied how well participants could answer questions based on a log of activity, including Facebook

posts, websites visited, songs downloaded, and people called and texted.

On average, users succeeded in answering three questions about themselves correctly 95 percent

of the time, and they were able to answer questions about other people less than six percent of the
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New Delhi, April 30 (IANS): Who was the

first person to text you today? The answer

to this, or a similar question, could be the

unlocking code for your phone instead of a

normal password.

Researchers at Indian Institute of

Technology-Kharagpur, in collaboration with

other universities, are investigating whether

recalling text messages, calls, and Facebook

likes could be a useful log-in strategy.

The researchers think that kind of question

could eventually work as a simpler log-in

method for some websites and services. The kinds of things you do regularly on your

smartphone or computer may be easy for you to recall but difficult for a hacker to guess, they

suggest.

"Whenever there's something you and your phone share and no one else knows, that's a

secret, and that can be used as a key," said study co-author Romit Roy Choudhury, an

associate professor at the University of Illinois at Urbana-Champaign.

In a research project dubbed ActivPass, researchers from the Indian Institute of Technology

Kharagpur, the University of Texas at Austin, and the University of Illinois Urbana-Champaign

studied how well participants could answer questions based on a log of activity, including

Facebook posts, websites visited, songs downloaded, and people called and texted.

The researchers reported that asking questions about recent, infrequent events (such as a

phone call yesterday from a friend you haven't spoken to in a while) worked 95 percent of the

time in testing.

Eventually, this kind of authentication may replace the growing list of usernames and

passwords most of us have, or at least serve as a new kind of backup for when you forget a

password.

In their study, the researchers used an app to collect data from participants' smartphones and
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also gathered some data from their computers.

On average, users succeeded in answering three questions about themselves correctly 95

percent of the time, and they were able to answer questions about other people less than six

percent of the time.

Choudhury said the researchers were speaking with companies like Yahoo and Intel to figure

out if what they're doing could be useful for enterprise users.

The study was published in MIT Technology Review.
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Usuwamy natr��tne powiadomienia o
aktualizacji do Windows 10
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DOBREPROGRAMY  31.05.2015 | Wojciech Cybulski (Nicolass)

Kolejny tydzie�	 za nami, czas wi��c podsumowa�� najciekawsze
wpisy autorstwa u��ytkowników dobrychprogramów. Co ciekawego
w ostatnich dniach trafi��o na blogi naszego portalu? Zaczynamy
od ��wietnie napisanego tekstu o wprowadzonym w roku 1990
komputerze Atari TT, który mia�� prze��ama�� pozycje Apple na
rynku DTP. Fani… ��

Czytelnicy bloguj�� - tygodniowy przegl��d
bloga dobrychprogramów
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Drogi Apple i IBM krzy��owa��y si�� niezmiennie od samego
pocz��tku firmy z logiem nadgryzionego jab��ka. Od samego
pocz��tku firmy Apple, a nawet zanim oficjalnie zosta��a ona
stworzona, Steve Jobs jako najwi��kszego wroga wskazywa��
w��a��nie firm�� IBM - Big Blue. Sam Steve by�� totalnym
zaprzeczeniem warto��ci reprezentowanych… ��
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Nie pami��tamy, by kiedykolwiek wcze��niej Microsoft z takim
zaci��ciem szlifowa�� swoje produkty, jak to jest teraz z Windows
10. Kolejna, tym razem oficjalna kompilacja testowa oznaczona
numerem 10130 trafi��a do uczestników programu Insider,
pozbawiona jakichkolwiek istotnych nowo��ci, a za to mnóstwem

Windows 10130: estetyczne poprawki na
ostatniej prostej. A ile przyjdzie nam za
to zap��aci��?
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zwi��zanych ze… ��
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Magari molti non lo sanno, ma mentre noi ci ostiniamo a ricordare

password e username, c’è chi si è posto come missione ultima di mandare

in soffitta questo obsoleto (e vulnerabile) sistema di autenticazione. Negli

ultimi anni ne abbiamo viste di ogni: dalla chiavetta usb all’anello indentificativo, dalle

pastiglie da ingerire quotidianamente agli ultrasuoni .

Ora, un team di ricerca indiano propone una soluzione inedita: un sistema di autenticazione

che chiede agli utenti dettagli sulla propria attività online. 

Il progetto si chiama ActivPass ed è nato nei laboratori dell’Indian Institute of Technology di

Kharagpur, della University of Texas di Austin e della University of Illinois. Sostanzialmente,

�� ��
Fabio Deotto

L'obiettivo: bloccare la condivisione di password
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il sistema funziona così: l’utente prova ad accedere a un servizio e si vede porre una domanda

come “Quale canzone hai scaricato ieri pomeriggio?”, oppure “Quale vecchio amico ti ha

telefonato ieri?”, o ancora “A chi hai inviato una email importante un’ora fa?”.

L’idea alla base di ActivPass è di creare un sistema di autenticazione che debba essere

utilizzato da una sola persona. Le domande riguardano l’attività web e mobile di uno

specifico utente, e si concentrano su eventi e azioni di cui solo l’utente è a conoscenza. In

questo modo, l’utente non potrebbe mai fornire le informazioni necessarie all’autenticazione a

un altro utente (come regolarmente accade per servizi come Netflix o Spotify).

I test condotti dal team di ricerca rivelano che, quando interrogati sulla propria attività mobile

e web, il 95% degli utenti ha risposto correttamente, mentre solo l 6% è stato in grado di

rispondere a domande riguardanti utenti terzi.

Naturalmente, al momento questo sistema non è inteso come un efficace sostituto della coppia

username-password, ma come elemento complementare. È infatti vero che per molti utenti

(in particolare quelli dediti a violento multitasking) non è così automatico richiamare alla

memoria la propria attività recente, per non parlare di tutti quelli che non si sentirebbero a

proprio agio a condividere carrellate di dati sensibili con un’app terza (pur essendo un’app per

la sicurezza).

È perciò probabile che, almeno inizialmente, ActivPass venga integrato in sistemi di

autenticazione più complessi, come elemento difensivo ulteriore.

© Riproduzione Riservata
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Google si dà ai gioielli, per pensionare le password
Ormai è ufficiale, bisogna trovare una soluzione più sicura delle obsolete password. Google pensa a un anello che
consenta all'utente di accedere in totale sicurezza ai servizi, da qualsiasi computer

Google compra SlickLogin, le password del futuro saranno sonore
Dopo nemmeno 5 mesi di vita, la startup SlickLogin viene rilevata da Google. Sul tavolo dell'accordo: un sistema
per autenticarsi sfruttando segnali sonori non udibili all'orecchio umano

Le prossime password? Gli occhi
Utilizzeremo iride e pupille per entrare in pc, tablet o smartphone. E con uno sguardo potremo sfogliare i giornali e
muoverci nei videogame
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il sistema funziona così: l’utente prova ad accedere a un servizio e si vede porre una domanda

come “Quale canzone hai scaricato ieri pomeriggio?”, oppure “Quale vecchio amico ti ha

telefonato ieri?”, o ancora “A chi hai inviato una email importante un’ora fa?”.

L’idea alla base di ActivPass è di creare un sistema di autenticazione che debba essere

utilizzato da una sola persona. Le domande riguardano l’attività web e mobile di uno

specifico utente, e si concentrano su eventi e azioni di cui solo l’utente è a conoscenza. In

questo modo, l’utente non potrebbe mai fornire le informazioni necessarie all’autenticazione a

un altro utente (come regolarmente accade per servizi come Netflix o Spotify).

I test condotti dal team di ricerca rivelano che, quando interrogati sulla propria attività mobile

e web, il 95% degli utenti ha risposto correttamente, mentre solo l 6% è stato in grado di

rispondere a domande riguardanti utenti terzi.

Naturalmente, al momento questo sistema non è inteso come un efficace sostituto della coppia

username-password, ma come elemento complementare. È infatti vero che per molti utenti

(in particolare quelli dediti a violento multitasking) non è così automatico richiamare alla

memoria la propria attività recente, per non parlare di tutti quelli che non si sentirebbero a

proprio agio a condividere carrellate di dati sensibili con un’app terza (pur essendo un’app per

la sicurezza).

È perciò probabile che, almeno inizialmente, ActivPass venga integrato in sistemi di

autenticazione più complessi, come elemento difensivo ulteriore.
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Adiós a las contraseñas, la seguridad se
basará en tus hábitos

En los últimos meses, no pocas compañías han empezado a mostrar su preocupación por los sistemas de

autentificación. Aunque ahora son las contraseñas, poco a poco ganan terreno los sistemas de

reconocimiento basados en la seguridad biométrica. Ahora bien, en el futuro hay hueco para tecnologías

aún más sorprendentes. La que os mostramos, simplemente, se basará en un estudio de nuestros hábitos

para dar acceso a nuestros servicios protegidos.

Un equipo de investigación trabaja sobre un sistema de seguridad para la autentificación de usuarios que

�� ��  ��
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no requerirá de contraseñas alfanuméricas. Como alternativa, el grupo que desarrolla esta tecnología

propone ActivPass, un método que consiste en la recolección de información sobre la actividad diaria. En

base a esta información recogida sobre el usuario, de forma automática, se crean preguntas de

seguridad que, según la precisión del sistema, sólo sabría responder el propietario de los servicios

protegidos o cuentas.

Según explican, el sistema de autentificación se basa en la recopilación de información muy concreta, el

estudio de actividades poco frecuentes pero que el usuario sí puede memorizar. De esta forma,

señalan con mayor detalle, ActivPass es capaz de tomar información de nuestra actividad en redes

sociales, llamadas de teléfono o mensajes SMS, así como nuestra navegación web. La intención es

encontrar un punto medio entre la privacidad del usuario y el estudio de detalles que otras personas no

puedan conocer.

Aún hay mucho trabajo por delante para ActivPass
Un experimento llevado a cabo sobre 70 usuarios determinó que el 95% de las preguntas propuestas por

el sistema pudieron ser respondidas por los usuarios correspondientes. Ahora bien, se plantea un

problema importante, y es que en el 5,5% de los casos también impostores pudieron conseguir

acceso respondiendo de forma correcta a las preguntas propuestas. Por lo tanto, aún no se puede

proponer para sistemas que requieran de una muy elevada seguridad. En cuanto a la privacidad,

aseguran que no se compromete, puesto que sólo se recogen metadatos y no información en

contexto.

Los 10 mandamientos de una contraseña segura

Si no la complicas, tu contraseña no sirve de nada

Fuente > Softpedia

Compártelo. ¡Gracias!

Facebook 50 Twitter 73 Google+ WhatsApp More
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Are passwords a thing of the past? Don’t bank on it
James Ball

ActivPass, which replaces passwords with details of your own recent activity, may not be the ideal solution to ever more complex security

demands

 'If you’ve been following good advice, you’ve got around 25 utterly unmemorable passwords to remember, and you’ve probably given up

entirely and written them under your keyboard.' Photograph: Alamy

@jamesrbuk

Tuesday 5 May 2015 17.58 BST 

134 134

SharesComments

There is no doubt that passwords have managed the trick of becoming both more complex and nigh-on useless. We have dozens of them,

can’t remember which one goes with which account (if, indeed, we can remember them at all), and even then we still get hacked.

Now ActivPass, the brainchild of academic researchers in America and India, thinks it has the answer. They found that 95% of those in the

project  trial could correctly answer three questions about themselves based on recent non-routine events in their metadata – but that only

6% could do the same for others. These authentication questions, they suggest, could be a replacement for passwords. while we may need

a way out of the maze of competing passwords, it is not at all clear that ActivPass is the solution. It’s bad enough getting an early-morning

phone call from your family doctor telling you your gran has died without that same phone call being required to log in to Skype so you

Data and computer security Comment is free

columnists UK world  politics  sport football  culture  business lifestyle fashion environment  tech travel  
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can tell the rest of your family. When you’re dumped by your partner by text message, you don’t want to have to recall it to log in to order

some comfort food/alcohol for the next few weeks. In any case, anyone with even minor privacy concerns post-Snowden might prefer not

to hand over so much information to so many people in the interests of password security.

So much for ActivPass. What’s the best alternative? A common answer at this point is to offer sage advice on picking a good password.

That starts with mixing letters and numbers. Then you should add upper- and lower-case letters. Oh, but don’t forget to include some

symbols (like *, & or %). But maybe it should be a phrase, instead – that’s longer, therefore harder to crack. But don’t use a common

phrase, such as from a poem, as those have been picked up by hackers and are now in many password-cracking tools. Oh, and don’t,

whatever you do, reuse a password, as then, if one of the sites that use it is hacked, everything you do online is vulnerable.

At  this point, if you’ve been following good advice, you’ve got around 25 utterly unmemorable passwords to remember, and you’ve

probably given up entirely and written them under your keyboard. Worse still, you may have put them in a password management service

–  which is fine until you forget that password, or use a dodgy one set up by hackers or intelligence agencies as a honeypot to trick you

into  disclosing all your info.

There is a lot of rubbish advice dished out about passwords on websites, like changing them once a month (this is a really stupid idea as it

makes it even less likely you’ll remember them), or not repeating letters – one site I used recently wouldn’t allow any two-character

sequence from your email to be used in your password – making virtually any password totally unworkable. Even if you have the

fabulously eidetic memory required to pull off good password management, you’re still not secure: a hacker, work colleague or family

member could easily put a keylogger on your computer to track what you type, and find out all your passphrases. Intelligence agencies can

get your information in numerous other ways. Someone may just hack the back end of the website you visit.

Passwords are a pain in the ass, and there’s not much you can do about it. The best security options already acknowledge this. The gold

standard of security is to require something you know, something you have, and something you are. The good news is, several services you

already use offer it – it’s usually called two-factor auth. Take logging in to gmail: first type in your password (something you know), and

you’ll  get a text message to your phone (something you have) with a one-use code. And if that’s an iPhone 5S, for example, you’ll need

your  fingerprint (something you are) to read it. Perfect – at least until someone nicks your phone during your lunch hour.
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Best way to keep your accounts safe - do not go on to every porn site and illegal download site you find - in fact don't search for them.

Hackers of all sorts look for places where dim people log on, and they find all the mugs they want easily.

But then what's the point of going on the internet in the first place?

where dim people log on

Why would you log onto either of this type of site?

Just use fingerprints or iris scans for everything and be done with it.

I think passwords are more reliable and less ambiguous.

And besides, a criminal might then gouge out your eyes or lop of your fingers to access your highly overdrawn bank account.

Just saying.

Fingerprints are a terrible idea.

Here's how.

1 Hacker steals fingerprint details from site you use.

2. Hacker now has control of your entire life online.

3. You cannot change your fingerprints.

4. You are stuffed.

Leaving aside lifting your prints, printing them in 3D from a set of photographs and many more holes.

You'll be happy to know people who develop such systems have thought about that and they only work if a pulse/activity is detected on

which ever body bit is being scanned. It doesn't work if it's not attached.

All you need to know about the failure of passwords...https://www.youtube.com/watch?v=ySqec8WrEQQ

A project called SQRL, proposed by Internet security expert Steve Gibson will provide an elegant and free solution to this problem.

It's very close to completion, and hopefully there will be enough uptake to make it a viable alternative.

You can read about the project here: http://ylor.me/1Qj2fru

That's interesting, but what if you're at a friend's house without a smartphone. You can't borrow their laptop because then you'll

authenticate as them. There's quite a lot to be said for memorised authentication because it's really portable, and it never runs out of

batteries or becomes obsolete.
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Internet security expert Steve Gibson

This opinion of Steve Gibson is not universal. He gets his own page on attrition.org, and Wikipedia describes him, somewhat quaintly, as an

'IT security gadfly'.

Stack Exchange sticks the boot into SQRL here.

Use a open source password manager such as keypass to generate and store unique & strong passwords for each and every site you use.

Then create a 7 word pass phrase using diceware to access your password manager. A seven word phrase is uncrackable by today's

known capability, will remain so until 2030, and is remarkably easy to remember.

https://firstlook.org/theintercept/2015/03/26/passphrases-can-memorize-attackers-cant-guess/

Spot on advice, you can even install a version of Keypass on your phone (free on Android) then by saving the key file on something like

DropBox you can sync between devices and, so long as your key phrase is uncrackable with current technology, you have a secure

password safe with you at all times. It isn't very difficult, it is cross-platform and free and you retain complete control.

will remain so until 2030

That's a bit precise. What happens in 2030?

Apart from that, good advice.

That is, it seems, a date with a little flexibility :)

From the Diceware FAQs:

Seven words and longer are unbreakable with any known technology, but may be within the range of large organizations by around 2030.

And after 2030?

Eight words should be completely secure through 2050.

The trouble with 2FA is that it becomes a bit of a pain if you are logging into things several times a day. However, putting up with that is

better than getting hacked, eh?

Security is inconvenience.

Depends on the implementation. Google's allows you to trust (by means of cookie) your regular browsers, you can opt to only get the full

experience if you're logging in from somewhere new. In practice, it's a very good balance of decent security and good usability. I'd upset

the Authenticator app rather than the text message version though, it's just as good but not vulnerable to locking you out of you don't have

mobile coverage.

'upset'? WTF autocorrect? 'Choose' the app.

Why not write all your passwords in a little notebook with "Passwords" on the cover and keep it next to your computer?

I've pretty much seen that done - all in the front of the boss's diary.

Probably fine at home, keep them in a drawer in the kitchen.
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That's actually fine of they're passwords for online services and you don't want random other people accessing them from elsewhere on the

internet. Most of us aren't trying to secure our online accounts from adversaries that might break into our houses.

Probably not recommended for Snowden file handling former wikileaking journalists though.

@Nottodaymate: I doubt you need to visit porn sites and or illegal sites in order to be a victim of hacks. Shopping sites like Target.com do

not fall into those categories yet they have millions of identity information stolen year after year.

is it time for this discussion again .. how time flies ...

Halt, who goes there?

David.

David who?

Cameron.

Rat-a-tat-tat. Another body bag Sarge, am getting fed up with these fifth columnists.

The gold standard of security is to require something you know, something you have, and something you are.

it’s usually called two-factor auth.

No, your 'gold standard' would be 3-factor authentication, or Multi-factor authentication

Two-factor authentication ( 2FA ) would normally involve any two of the things you list.

A good password manager - keeppass, 1password, lastpass - etc. is the best solution for individual site passwords.

Just make each one randomly as long as possible (30 characters, if they will let you) and your passwords will not be the ones cracked if the

site is broken into.

Depends how well the passwords are stored at the backend. If they are not encrypted and salted you are still toast.

Different passwords for every site. Definitely.

If is a decent password manager they will not actually be stored at the other end!

So, this "activpass" would prevent you logging in to your own account one time in 20, and would let someone else log into your account

slightly more often than one time in 20. That certainly sounds like the future of security.

I think this is good password advice:

https://xkcd.com/936/

Just think how easy everything will be to access when all passwords are correcthorsebatterystaple though...
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I think this paranoia about hacking is just part of the "health n safety" fascists trampling on the freedom of us who want the right to not be

inconvenienced by passwords. I use one password for everything - "Patriot1979". Never been hacked so far. Which proves it's all BS.

Passwords are such a chore. I work with sensitive public data at work and as a volunteer where passwords need changing every couple of

months. What works for me is using a random combination of words, abbreviations and numbers in a combination of lower and upper case

and the odd %, & symbol. I rotate the whole mix and remember the new combination by creating logical (to me) associations with places,

people and dates.

A friend of mine works in a high security industry and was telling me how at a recent conference they were demonstrated how easy is to

hack the standard 4-digit smart phone code by using algorithms- 10 secs in total. It's probably safer to have a small notebook with personal

info tucked somewhere at home than storing highly sensitive data electronically.

My two cents. Keep your passwords in an encrypted offline password manager. Use a secure could service to sync the encrypted

password file between devices, such as Mega or SpiderOak.

OSX has a built in password manager (Keychain). It suggests and remembers passwords for every site you visit. I only need to remember

my account password.

There is no good alternative. Any hardware solution can compromised, if you use biometrics and they do manage to pinch you data then

you're buggered for good and stuff like this is just stupid and impossible for people with bad memories.

That's the problem with many technologies is they forget the average person is not everyone.

Passwords aren't perfect but more often than not the problem with them lies with the service provider and their lax or non-existent security.

And with passwords you can write them down. Someone is far more likely to steal your password online than pinch a notebook from your

shelf especially if it doesn't have 'book of passwords' written in big neon letters on it.

Pick something like last pass, use 2 factor auth and one really bad ass password and you're good to go. If you're extras paranoid don't give

the URL or obvious name to the service that uses the password and if someone does bust onto last pass then they have your passwords

but no clue what they're for.

OK, so tell me this: Is a form of my dead grandmother's home address that does not exist anywhere in the cybersphere a secure password

or not? Or even part, but not all, of my own address (and no, you don't know who I am). 

not sure I understand anything of the last par in that article.

How can you be sure that your grandmother's address has never appeared online? Planning applications? Zoopla or other property sites?

The Royal Mail's postcode finder? 192.com? Odds are, it's out there somewhere.

In general, something random is more secure than something structured, as the latter gives an attacker something to work with: it is a lot

less effort to try every possible address in the UK, for example, than to try every possible combination of characters of the same length.

Try Diceware for random but easy to remember passphrases (well, easier than 'asH*kj43!' and such like).

All addresses are on-line, but is it tied to Drahdiwaberl's dear departed grandmother. Likewise, could you find out my phone number from

1979? I would be surprised if there is an electronic record linking my name to that number
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All addresses are on-line, but is it tied to Drahdiwaberl's dear departed grandmother. Likewise, could you find out my phone number from

1979? I would be surprised if there is an electronic record linking my name to that number

But it doesn't matter. We're not living in a 90s spy movie, where we have to guess the villain's daughter's cat's birthday or whatever. A

password-cracking program can make billions of attempts every second on cheap commodity hardware (and please note that that article is

four years old).

So in the time it takes you to say "Hey, I wonder if the password is Drahdiwaberl's dead grandmother's address", the cracking program will

have been able to try:

- every address in the Royal Mail's Postal Address File

- every telephone number in every UK phone directory ever

- every word in the dictionary, and predictable variations thereof

- every line of every song on Metrolyrics.com

- every quotation in the Internet Movie Database

and a metric shed load of other stuff besides.

There is a simple way of creating a pass phrase that actually will protect your data. Here is an instructive article which explains in simple

terms how to do it.

For further protection, here is another instructive article to help you encrypt your laptop.

Gradually these simple methods will become more common and encryption that actually works will become more available and user

friendly.

All of this complex password stuff is nonsense. If the login system restricts the number of incorrect attempts, then your password can be

really quite simple. You know, like the 4 digit PIN that stands in defence of your bank card...

Missed the last paragraph of the article which is more sensible than the IT department at work - change password every month, must

include capital, number and symbol etc.

That won't help you if an attacker gets hold of the password file (like in the LinkedIn leak of 2012). Assuming the web site or whatever has

been sensible and only stored hashed passwords, the complexity of your password will affect the chances that it will be cracked.

But again the solution is with the login system. When they know they've been hacked, they make sure everybody changes their passwords,

and the system will be secure again quicker than anybody can break the hashed passwords.

The last paragraph has it though. Passwords are a little piece, and if instead there was a physical requirement and a presence requirement

then passwords could go back to simple remembered pins.

I'll pass on this article

James, passwords really don't need to be a problem; all you need is a strong master password and a password manager like LastPass,

RoboForm, or Keepass if you really don't want to have to trust any web company, to generate and keep track of any number of other strong

passwords, which you don't need even to know, still less remember.

To produce the master password, or rather pass-phrase, use DiceWare (see http://world.std.com/~reinhold/diceware.html). You need a
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couple of dice (raid the Monopoly game set), and the Diceware word list. Use the five random numbers (1-6) tha you get from five dice

throws to pick words from the word list. E.g. 1 5 6 5 3 would give you the word "cam". Do this six times to get six words, which might be:

cleft cam synod lacy yr wok .

Rather than run them together or use spaces, put a period (full stop) between them. Your pass-phrase is then:

"cleft.cam.synod.lacy.yr.wok" .

Although you haven't used any special characters, capitals, or numbers, this pass-phrase is still tremendously strong (or it was, until I told

you it) - as you will find on typing it, or one similar, into an online password strength estimator like

http://rumkin.com/tools/password/passchk.php. It's also not too difficult to remember, if you use a simple memory technique like making up

a little story or picture that links the words together. That might be more or less easy, depending on the words. I made up an image to link

mine that's so vivid that after a few minutes I found I couldn't forget it, if you see what I mean. But if you can't remember it, write it down and

put it in your wallet. Maybe give a copy to your solicitor and partner. You don't need to change a password like this ever, unless you

suspect it may have been compromised.

Not having dice, I did my random dice throwing at https://www.random.org/dice/?num=5, as I happen to trust Dr Mads Haarh at Trinity

College, Dublin, to produce good random numbers. I put the Diceware Beale word list into Excel and used Search to find the word

corresponding to the dice numbers. I also decided to trust LastPass with my general password handling and generation, as it works well

everywhere; there is a strong motivation for organisations like LastPass to be trustworthy, since for them reputation is everything, and a

serious security breach means their business down the tubes.

Before I discovered Diceware, I generated and carefully memorised, with some difficulty, a couple of random 10-character passwords, like

m009{@#}PB. These would take at least a month or so of dedicated computer time to break by brute force; I sometimes use them now for

less-important logins. Put a couple of extra characters at the end, and the brute-forcing time is into the years.

So, as I can't forget the master pass-phrase, the problem is solved, as long as the LastPass servers stay up. Or I could just use Keepass,

but then I'd have to copy and sync the password database between all my devices. It just depends who you trust, really. I put my faith in

Drs Haarh and Reinhold (http://diceware.blogspot.co.uk/), and Bruce Schneier.

And of course you're absolutely right - for really serious stuff, like banking, two-factor authentication is de rigeur.

Here is my password trick (not original and may already be here in the comments).

For each password create something completely random as recommended ( a mix of capital and lower case, numerals & special

characters), for example:

R6*Deuyt@q16Kld

You can print this out or keep it in a file for easy copying. However when using it put a phrase in front. This phrase you NEVER write

ANYWHERE but make it something easy to remember such as: my mum made the best scones or mymummadethebestscones

The above password then becomes: mymummadethebestsconesR6*Deuyt@q16Kld

Pretty well impossible to guess or crack (I think).

Or, indeed, use on a daily or hourly basis!

A few things.

Bruce Schneier, a well-regarded expert on information security (who has something approaching godlike status among his fanboys -- see

Bruce Schneier Facts), believes that a strong password that you have to write down is more secure than a weak password that you can

remember:

We're all good at securing small pieces of paper. I recommend that people write their passwords down on a small piece of paper, and keep

it with their other valuable small pieces of paper: in their wallet. 

(Storing them in a file in your computer, however, is not such a good idea, unless that file is encrypted, in which case you've essentially got

a home-made password manager: even then, you may have to worry about things like the system clipboard.)

However, that phrase you're adding probably doesn't add much security. It might deter a casual attacker, but for anyone serious, a short,

grammatical English phrase composed of common dictionary words is not going to pose much difficulty.
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If you can keep your list of passwords secure, though, then you're probably good. It looks like your passwords are 15 characters drawn

from the entire set of graphical ASCII characters: if your choice of characters is truly random (e.g., by using dice), then by my maths each

of your passwords has > 98 bits of entropy, which according to the Diceware FAQ should be uncrackable until around 2030.

CAVEAT: I am in no sense an IT security professional, so please take everything I say with a pinch of salt.

One interesting piece of advice I read some time ago about security questions (gran's name, favourite football team, etc.) was to give non-

sequitur answers to them. So when asked for your mother's birthplace you would reply something like "rice pudding" or "b///" or whatever.

And you remember that how?

You don't. Make up something random, and forget it. Security questions are a security hole.

(Of course, this assumes that the security question is a back-up for when you've forgotten your password. If there is no separate password,

make up something random and remember or keep a record of it, just as you would with a password.)
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MOBILE MARKETING
Mobile Marketing With SMS Text Messaging, Mobile Apps & Mobile Websites

Who was the first person to text you this morning? What song did you listen to during dinner last night? Which

of the following news sites did you not browse this morning? These types of questions could act as superior

forms of user authentication to the traditional passwords people use today when they log in to apps and

websites, according to five researchers.

In a paper titled ActivPass: Your Daily Activity is Your Password, a group of researchers located in universities in

Texas, Illinois, and India lay out a novel approach to improving the security of login activity. The main thrust of

ActivPass is to observe a user’s recent Facebook, browser, phone, and SMS activities and ask them questions

based on those activities, which in an ideal world only the users themselves would be able to answer. For

example, “From whom did you get your first call this morning?” could be a question posed to a user when they

try logging in to a website.

Related : Yahoo is eliminating passwords completely

The ActivPass project aims to address areas where traditional passwords are failing, including the increasing

burden on users to remember a growing number of passwords (or to ease that burden by choosing common

passwords that diminish security), sharing of passwords for cloud-based services like Netflix, and the increasing

vulnerability of passwords being stolen.

Asking  questions about smartphone use for logins may stop Netflix
password  …
May 2, 2015 by admin
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Users would be able to configure the system to determine how many questions must be answered for

successful authentication, whether multiple-choice questions can be asked, and permissions to activity logs.

After an experiment involving 70 participants and their smartphone activity logs (tracked with an app), the

researchers say their end-to-end ActivPass system was successful (i.e., authenticated legitimate users) 95

percent of the time. However, it was also compromised (i.e., authenticated impostors) 5.5 percent of the time.

Related : Google needs to go back to the drawing board, as Password Alert is hacked in 24 hours

“While this level of security is obviously inadequate for serious authentication systems, certain practices such as

password sharing can immediately be thwarted from the dynamic nature of passwords,” according to the paper.

While someone may be willing to share a password for their Netflix account with a friend, they may not be as

willing to share their personal activities.

The researchers are speaking with companies like Yahoo and Intel to gauge how useful this approach to

passwords could be for enterprise users and what could be done to make it work, said Romit Roy Choudhury,

an associate professor at University of Illinois at Urbana-Champaign and a co-author of the paper, in an

interview with MIT Technology Review.

[Image courtesy of scyther5/Shutterstock]
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Identity Is Broken — Can Banks Fix It?

What Banks Need to Know from Verizon's

Comprehensive Breach Report

Phishers Hone Their Scams with Texts, Phone

Calls, Big Data

MAKE IT QUICK: USAA members "have very little time
to talk to us and we don't want them to have to talk to
us," but biometrics spares them from having to answer
basic questions, says Casey Royer.

Authentication Advances
May Finally Kill Passwords
and PINs
by PENNY CROSMAN
MAY 12, 2015 2:15pm ET

More than two decades since a New
Yorker cartoon joked that "on the
Internet, nobody knows you're a
dog," banks are finally replacing old
and not-so-reliable methods of
authenticating customers —
passwords and security questions —
with sophisticated alternatives.

Voice biometrics, fingerprint
detection, facial recognition and
device ID are graduating from the
pilot phase to wider deployment at a
handful of financial institutions. And
more innovative methods, including

authentication based on smartphone activity, are being
tested in university research labs. If successful, these
technologies could deliver the combination of security
and convenience that has eluded banks in their
struggle to verify user identities and keep out impostors
without hassling true customers.

The shift to next-gen authentication methods has been
made possible by the convergence of several trends.
One is the ubiquity of smartphones with high-quality microphones and cameras that make voice
and facial recognition easy, and the availability of Apple's Touch ID fingerprint reader on iPhones
for finger scanning.

Public awareness of data breaches and fraud issues has made consumers more willing to provide
fingerprints, voiceprints and selfies to secure their financial information. And while financial
institutions are driven by the need to make their growing volume of mobile and online transactions
secure and convenient, they're also being pushed by a newer, related dynamic: their call centers
are swamped with requests from consumers who want to reset lost, stolen or compromised
passwords.

"The Target data breach generated more calls than we'd like to have taken in the call center," said
Casey Royer, the enterprise voice solutions director at USAA, the poster child for biometrics
technology in the U.S. financial services industry. "When we're not planning those calls, it's hard.
We need to start barring the doors so we're more secure. We're hoping this [technology] matures
so incidents become nonevents."
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The Options

One authentication technology banks are starting to deploy is voice recognition.

"Voice recognition has the right combination of characteristics that are unique to the individual,"
said Dominic Venturo, chief innovation officer at U.S. Bank in Minneapolis. "The voice is easy to
use and every mobile phone has the ability to hear a voice." The $404 billion-asset bank has been
testing voice biometrics and aims to make it more widely available this year.

According to Opus Research, 41% of all global voice biometrics installations are implemented by
financial institutions. Barclays, Santander, Tangerine, Wells Fargo, USAA and ING Netherlands
are among those that have adopted this technology.

The quality of smartphones' built-in microphones is high enough to achieve accuracy rates above
90%, according to Brett Beranek, director of product strategy for voice biometrics at Nuance
Communications. Barclays' wealth management unit, for instance, says it's achieved a 95%
accuracy rate on its use of voice recognition in its call centers.

Fingerprint recognition is another option, one that Apple brought to the forefront by including
Touch ID on iPhones and making it part of Apple Pay. First Internet Bank of Indiana, Canada's
Tangerine Bank, American Express, Discover and USAA are among those using it to let
customers log into mobile banking with the press of a finger.

"There is certainly a strong case for fingerprint and voice," in banking today, Venturo said.

Then there's facial recognition. HSBC and USAA have rolled out a feature allowing consumers to
identify themselves with a selfie. Facial recognition technology analyzes the contours of the face
and compares those angles to the original photo registered with the account. In USAA's
implementation, the user has to blink, to prevent imposters trying to log in with someone else's
photo.

Vincent Endres, chief of corporate development at Hoyos Labs, says his company has been
"swamped with interest" from banks in his company's facial recognition technology, which it's been
testing with "several of the top 10 banks in the world. Some are looking to use this to let internal
employees to log on without a password, some are looking at ATM applications," he said. "Private
client groups want to get rid of tokens."

Banks want to reduce the burden on help desks to reset passwords and digital banking more
convenient to clients, he said.

Analysis of smartphone activity and web behavior is another technology solution. It hasn't been
deployed in production yet, but two teams of researchers at universities in the U.S. and India have
come up with a method of using the monitoring of consumer activity for authentication.

"Our system in the background collects different digital activities on the customer's smartphone,
social media, and web," said Swadhin Pradhan, a PhD student at the University of Texas at
Austin, of his team's ActivPass method. "It than selects activities that are easy to remember and
difficult to guess and asks three questions."

For example, ActivPass might ask questions like, whom did you last call? Or what was your first
text today?

A bank could use ActivPass to replace or augment its knowledge-based authentication (challenge
questions, like "what was the name of your first pet?"). The bank would need to get permission
from the user to gather this information during the app installation.

"Questions like what is your date of birth, what is the color of your car, are static and can be
easily hacked," Pradhan said. "In social media they can get all this information."

The ability to look across different channels of activity provides greater confidence, Pradhan
argues. "If you can look at this kind of distributed activity — social media, smartphone, browsers,
the probability [of hackers being able to game the user's identity] will be less," he said.

And further out there is the "natural body identification" PayPal is developing. This is a series of
embeddable, injectable and ingestible devices that could replace passwords as a means of
identification. The devices may include brain implants, silicon chips embedded into the skin and
ingestible devices with batteries powered by stomach acid.

USAA Goes All In
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USAA began looking at biometrics in 2008, "but it wasn't mainstream and our members wouldn't
have accepted it as much," Royer said.

In February, the member organization and $67 billion-asset bank became the first to nationally roll
out voice and facial recognition for its mobile apps, letting members log in with a spoken phrase or
a selfie. About a week ago, the company added Apple Touch ID to the mix, bringing the number of
ways members can authenticate themselves at login to four: with their voice, their face, their
thumbprint or a PIN. Behind the curtain, the bank also uses device ID in its authentication process,
so a potential fraudster would have to have the device registered with the account in addition to
one of the four pieces of identity required to access her account.

The four options are meant to provide convenience for members and reflect a practical reality:
voice recognition doesn't work well in a noisy environment, facial recognition can be faulty in direct
sunlight and fingerprints are harder to capture in extremely cold weather.

So far, the fingerprint technology is the most popular. In the week it debuted Touch ID, USAA went
from 200,000 biometric signups to 350,000.

USAA uses Nuance's voice recognition technology for authentication and for spoken commands to
Nina, the company's Siri-like virtual assistant. The bank partners with Daon for Touch ID and facial
recognition.

USAA wants to improve security and convenience for mobile app users, according to Royer.
Biometrics help take time out of the mobile app transaction, Royer said, which is helpful to military
members who in many cases have little phone and computer time.

"They have very little time to talk to us and we don't want them to have to talk to us," Royer said.
"They should focus on the mission, focus on their family. But when they do contact us, we want it
to be simple and easy for them."

The technology is also helping USAA's call center, which has 14,000 agents.

Mobile app users can tap a "Contact Us" button on the USAA app, and as they get transferred to
an agent, their credentials and customer information are passed to the rep. USAA calls this
feature "call assist."

"The member service rep knows who you are based on the authentication, knows that you
authenticated and is able to start a conversation without having to ask the member who are you,
why are you calling me?" Royer said. "It takes that stressful part of the conversation out."
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Comments (2)

An informative article. Most of the technologies discussed are envisaged within a "two corner model"- ie
between a Bank and its Customer, That's fine as far as it goes. But when it gets into "Three corner" (ie
one Bank but with two customers doing business together)...or even more so four corner- 2 entirely
different Banks (anywhere around the world) and their two respective customers, then the debate moves
from a pure technology /operational issue around interoperability, to the legal dynamics- who is
responsible/liable for what,and for how much..... and if it goes wrong what is the dispute resolution
process.... Any regulated Financial Institution will look at this entire picture- spanning all 4 dimensions-
Policy Legal Operational aswell as Technological- before making any strategic decision. Thus a contract-
based Trust Framework becomes essential bedrock. JGB

Posted by johnbullard | Tuesday, May 12 2015 at 2:43PM ET

Biometric solutions could be recommended to the people who want convenience but should not be
recommended to those who need security.

Threats that can be thwarted by biometric products operated together with fallback/backup passwords
can be thwarted more securely by passwords alone. We could be certain that biometrics would help for
better security only when it is operated together with another factor by AND/Conjunction (we need to go
through both of the two), not when operated with another factor by OR/Disjunction (we need only to go
through either one of the two) as in the cases of Touch ID and many other biometric products on the
market that require a backup/fallback password, which only increase the convenience by bringing down
the security.

It may be interesting to have a quick look at a slide titled "PASSWORD-DEPENDENT PASSWORD-
KILLER" shown at
http://www.slideshare.net/HitoshiKokumai/password-dependent-passwordkiller-46151802

Posted by HAnatomi | Thursday, May 14 2015 at 2:09AM ET
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Based on the user’s social activity through the day, questions are asked to which only the user and the system
know the answers and these form the substitute for password-driven access to the utilities.

AP

Remembering passwords across various utilities is a challenge that many face.
There are security breaches that happen in password-driven systems of entry as
well. Now, a system developed by a collaboration of researchers provides a
welcome relief.

Based on the user’s social activity through the day, questions are asked to which
only the user and the system know the answers and these form the substitute for

password-driven access to the utilities. The study, supported by Complex Network Research Group, IIT

A system developed by a collaboration of researchers provides a
welcome relief from having to remember passwords.
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Kharagpur, has also tested this on 70 users and found a good rate of success. While storing and
remembering different passwords for all the applications one uses can turn out to be difficult, using the
same password across utilities can simplify the task but would end up endangering security.

To get around this problem researchers from IIT Kharagpur, University of Texas, Austin, and
University of Illinois, Urbana-Champaign, have developed an end-to-end system, ActivPass, which will
determine whether the user is granted entry or not based on the answers posed by the system. For
instance a smart phone may ask its user, “From whom did you receive an SMS this morning?”

The users can set the number of questions they need to be asked. Questions from infrequent activities,
being more memorable than the routine ones, were used for this purpose.

The same system can be attached to a PC also, by either linking it to a social media account or,
alternatively, making the browser capture several activities that the user does everyday.

A majority of the users did not mind the device storing information about their activities as they felt
that social media such as Facebook and Twitter and even Gmail do that anyway.

“The greatest challenge was running and testing it and refining it on real people — understanding what
features people tend to remember. People can remember very well if a little hint is given and this hint
must not make it obvious for others to guess,” says Dr Niloy Ganguly of IIT, Kharagpur, an author of
the paper on this study which was published in the conference ACM SIG – Computer-Human
Interface, this year. The system achieved a success rate of 95 per cent in authenticating genuine users
and compromised in 5.5 per cent of the cases by authenticating imposters. So, while it is not yet ready
to be used commercially, it has proved that it is worth developing further.
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We have a password problem. Each

year, millions of our accounts are

broken into, and no matter how many

times we're told to make our PINs more

secure, the most common passwords

last year were almost willfully obvious:

"123456," "password," and "12345".

There must be a better way.

Imagine if, when logging in to check

your email, you were prompted with a
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did you download yesterday?" or "Who
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morning?"
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Researchers believe this kind of very

personalized (and arguably creepy)

authentication process could be the

future of passwords. Secrets shared

only between a user and her devices —

like private Facebook activity, or web

browsing habits — were turned into

very effective passwords in research

trials.

"Whenever there's something you and

your phone share and no one else

knows, that's a secret, and that can be

used as a key," Romit Roy Choudhury,

an associate professor at the University

of Illinois at Urbana-Champaign who

co-authored a paper on this topic, told

MIT Technology Review.

For the project, called "ActivPass,"

researchers from Urbana-Champaign,

the Indian Institute of Technology

Kharagpur, and the University of Texas

at Austin developed an app to mine

subjects' smartphone activity, along

with an algorithm to identify good

sources for questions. They found that

to serve as an adequate password

prompt, events have to be unique

enough to jog a user's memory.
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And have very short memories. Recall

rate of activities that happened one day

ago was about 90 percent, and that rate

declined quickly to less than 60 percent

after about four days. This means

password prompts would need to be

pegged to very recent events, like that

song you downloaded last night, to

stand any chance of being effective.

We're also terrible at recalling our own

browsing history. "Several users were

not able to recall whether they browsed

a ‘lsbf.org.uk' website," the study says.

"But immediately responded positively

when asked if they visited the 'London

School of Business' site. As a result,

webpage titles and descriptors are

needed."

What about security? What are the

chances of someone guessing the right

answer? The questions would need to

be about specific, private behavior, and

unrelated to a user's public Facebook

profile. The researchers write that

"several 'friends' were able to predict,

say, that a student of MIT was visiting

an alumni group of MIT Robotics."

Overall, the study's socially mined

questions worked effectively as

password prompts: 95 percent of the

time, users answered three questions

correctly. On the flip side, and

somewhat reassuringly, they were able

to answer questions about other people

only 6 percent of the time.

Choudhury tells MIT Technology

Review that he and his team are
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We have a password problem. Each

year, millions of our accounts are

broken into, and no matter how many

times we're told to make our PINs more

secure, the most common passwords

last year were almost willfully obvious:

"123456," "password," and "12345".

There must be a better way.

Imagine if, when logging in to check

your email, you were prompted with a

personal question like, "What new song

did you download yesterday?" or "Who

was the first person to text you this

morning?"
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Answering Questions About Your Cell Phone History Could Replace Internet Passwords

And it might even eliminate sharing Netflix accounts, study says
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Remembering every password for all of the websites and online services you use can
seem impossible, especially as our lives become more and more digitally focused.

But to keep from having to memorize dozens of different online log-ins, researchers say
that recalling information about you recent texts and phone calls could be an effective
way to access your account while keeping hackers at bay.

A new study by researchers at the University of Illinois at Urbana Champaign, Indian
Institute of Technology Kharagpur in West Bengal, India, and the University of Texas at
Austin, says that remembering things you do on your smartphone may one day replace
traditional internet passwords. So instead of coming up with an eight digit password
with a mix of numbers, capital letters and ampersands, you could answer: Which of your
friends liked your Facebook post yesterday?

Researchers looked at how well participants answered questions about their recent
smartphone activity, such as recent calls and texts, downloaded songs, Facebook likes,
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and websites visited. An app was used to collect users' cell phone data, and the
participants were then asked questions like "Whom did you receive a SMS from this
morning?" Researchers noted that subjects answered those questions correctly 95% of
the time.

“Whenever there’s something you and your phone share and no one else knows, that’s a
secret, and that can be used as a key,” Romit Roy Choudhury, associate professor at the
University of Illinois at Urbana-Champaign and a co-author of the paper, told  the MIT
Technology Review.

Choudhury added that researchers are now speaking with companies like Yahoo and
Intel to figure out how this technology could be used and how it could be implemented.

Even if it doesn't outright replace current user names and passwords, the technology
could be used for password retrieval, researchers said. And it could also be used for
streaming services like Hulu and Netflix to prevent password sharing.
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Jim Obasa
May 5th @12:50pm

This cell phone idea seems like a gross invasion of privacy. I do not give my cell
phone number out. The problem with passwords is websites themselves who refuse to
sign you up unless you comply with their demands for bizarre combinations of upper
case lower case numbers and special characters. My original password was a very
rude Jamaican slang word of at least seven letters that nobody could possibly have
guessed. Only one site still allows me to use that simple but impossible to guess
password. One site even insists on people signing up placing # symbol somewhere
within their chosen password. Totally ridiculous.

Jim Dallke
May 5th @2:55pm

Jim Obasa yeah, i think i agree. You'd have to op-in for the cell phone data
sharing, I'd assume. But even still, that's a lot of info you're giving to websites. I
do like the idea of being able to ditch passwords though.
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M Ó V I L

Los secretos de tu 'smartphone' pueden ser la
mejor contraseña
Los investigadores estudian crear formas de registrarse basadas en
recordar la actividad del teléfono como los "me gusta" de Facebook

Imprimir    

Antes de leer este artículo, intenta
contestar a la siguiente pregunta:
¿Quién fue la primera persona que te
mandó un mensaje hoy?

Aunque no te acuerdes, puedes seguir
leyendo. Pero un grupo de
investigadores cree que ese tipo de
pregunta podría acabar siendo un
método de registro más sencillo para
algunos sitios y servicios web. Parten
de la base de que es fácil que tú
recuerdes el tipo de cosas que haces
habitualmente en tu smartphone u
ordenador, pero que a un hacker le
costaría adivinarlas.

En un proyecto de investigación llamado ActivPass, investigadores del Instituto de
Tecnología de la India en Kharagpur en Bengala del Oeste, la Universidad de Texas en
Austin y la Universidad de Illinois Urbana-Champaign (ambas EEUU), estudiaron la
facilidad de los participantes para responder a preguntas basadas en su
actividad, incluyendo posts de Facebook, sitios web visitados, canciones descargadas
y gente a la que hubieran llamado o enviado mensajes.

En un artículo reciente, los investigadores informan de que hacer preguntas sobre
eventos recientes poco frecuentes (como una llamada de teléfono de ayer de un amigo
con el que hace tiempo que no hablas) funcionaba el 95% de las veces en las pruebas.

Con el tiempo, este tipo de autenticación podría sustituir a la lista cada vez más
larga de nombres de usuario y contraseñas que la mayoría tenemos o al menos
servir como una especie de refuerzo nuevo para cuando olvidas una contraseña. Los
investigadores también creen que podría frenar la práctica de compartir contraseñas
para servicios como Netflix.

"Siempre que haya algo que compartáis tú y tu teléfono y que no conozca nadie más,
es un secreto y se puede usar como llave", afirma el profesor adjunto de la Universidad
de Illinois en Urbana-Champaign y coautor del artículo, Romit Roy Choudhury.

En su estudio, los investigadores usaron una aplicación para recoger datos de los
smartphones de los participantes y de sus ordenadores. Por otra parte hicieron
preguntas a los participantes para saber qué eran capaces de recordar.

El equipo usó un algoritmo para encontrar eventos poco frecuentes válidos para usar
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como base para hacer preguntas. De media, los usuarios tenían un éxito del 95% a
la hora de responder a tres preguntas sobre sí mismos correctamente y eran
capaces de contestar preguntas sobre otras personas en menos del 6% de los casos.

Ahora, según Roy Choudhury, los investigadores están hablando con empresas como
Yahoo e Intel para saber si lo que están haciendo podría ser útil para usuarios
corporativos y si es así, qué hay que hacer para que el sistema funcione bien.

Un tema a abordar sería averiguar qué tipo de actividad estarían dispuestos a
compartir los usuarios. Otro es cómo funciona un sistema de este tipo si no has
usado el teléfono hace poco o no recuerdas quién te mandó un mensaje anoche a las
20:05.

El profesor asociado de la Universidad Carnegie Mellon (EEUU) Jason Hong ha llevado
a cabo una investigacón parecida y afirma que el porcentaje de usuarios que
responden a las preguntas sobre otras personas correctamente es bajo, pero que la
cifra sigue siendo importante si es un servicio que usan millones de personas.

Por eso piensa que una autenticación basada en la actividad previa funcionaría
mejor como parte de un proceso de autenticación más complicado. Si tu teléfono
detecta que estás registrándote en un servicio desde un lugar nuevo, podría hacerte
algunas preguntas sobre tus actividades para asegurarse de que eres quien dices.
Algunos sitios web ya usan sistemas de este tipo. Tu banco, por ejemplo puede pedir
que te identifiques si estás intentando entrar en tu cuenta desde un ordenador nuevo.
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Nieuws

Nieuw systeem gebruikt dagelijkse activiteiten als wachtwoord

Onderzoekers uit India en de Verenigde Staten hebben een nieuw systeem bedacht waarbij iemands

dagelijkse activiteiten als wachtwoorden kunnen worden gebruikt. Het systeem heet ActivPass (pdf ) en

haalt wachtwoorden uit dagelijks activiteitenlogs, zoals iemands Facebook- of smartphoneactiviteiten. Zo

kan bij het inloggen een gebruikers bijvoorbeeld worden gevraagd van wie hij die ochtend een sms-bericht ontving.

Dit soort "wachtwoorden" zijn volgens de onderzoekers goed te onthouden, maar lastig voor een aanvaller om te raden.

Tijdens een experiment met 70 vrijwilligers werden er activiteitsoverzichten van Facebook, iemands surfgeschiedenis,

gespreksgeschiedenis en sms-berichten gebruikt. Daarbij haalde het systeem een succespercentage van 95%, waarbij

legitieme gebruikers inlogden. In 5,5% van de gevallen wist een aanvaller op het systeem in te loggen.

De onderzoekers merken op dat dit beveiligingsniveau niet geschikt is voor belangrijke authenticatiesystemen, maar het wel

kan helpen om bepaald wachtwoordgedrag, zoals het delen van wachtwoorden, te voorkomen. Gebruikers zouden namelijk

niet continu hun dagelijkse activiteiten met anderen willen delen. Op dit moment zijn de onderzoekers in overleg met

bedrijven als Intel en Yahoo om te kijken hoe het systeem voor bedrijven kan worden aangepast en wat er verder aan

verbeterd moet worden, zo meldt  MIT Technology Review.

donderdag 7 mei 2015, 07:40 door Redactie , 9 reacties

Digitale slotenmaker dreigt onderzoeker wegens ontdekte lekken

Apple dicht beveiligingslekken in Safari

Reacties (9)

07-05-2015, 08:38 door Anoniem Reageer met quote

Deze onderzoekers schieten zichzelf wel in de voet zeg.

Gebruikers zouden namelijk niet continu hun dagelijkse activiteiten met anderen willen delen

en 

Onderzoekers uit India en de Verenigde Staten hebben een nieuw systeem bedacht waarbij iemands dagelijkse

activiteiten als wachtwoorden kunnen worden gebruikt.

Hoezo tegenstrijdig.

07-05-2015, 09:13 door Anoniem Reageer met quote

Potentieel wel een risico, want het berust op het verkrijgen van data uit andere bronnen waar je dus eerst voor ingelogd

moet zijn. Als al die bronnen een dergelijk scenario gebruiken, hoef je dus potentieel maar 1 wachtwoord te vergeten op

je meta-systeem om een deadlock situatie te creeren waarbij je nergens meer bij kunt :)

07-05-2015, 09:36 door Anoniem Reageer met quote

Lijkt mij een voorzet voor open doel, want dat betekend dat burgers hun privé gegevens en privé en zakelijk gedrag nog

meer met anderen zouden moeten delen. Beschouw dit probleem als je huis en zaak, wanneer je interessant genoeg

bent voor inbrekers, moet je gewoon betere sloten gebruiken. Dit nieuwe systeem zal dan ook geruisloos weer in de

vergetelheid geraken.
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07-05-2015, 09:45 door Anoniem Reageer met quote

Het idee is dus om gebruik te maken van de dagelijkse informatiestroom die iemand ziet, onder de aanname dat het

voor aanvallers moeilijk is precies dezelfde informatiestroom te zien. Maar om te werken moet dit systeem ook toegang

hebben tot (grotendeels*) dezelfde informatiestroom, dus die bestaat zeker in duplicaat.

Klinkt toch ergens als een gevalletje imperfect idee.

* En hoe minder het dat heeft, hoe navenant minder een aanvaller dat ook hoeft, en dus met een imperfecte

informatiestroom toe kan om alsnog zich als zijn beoogde slachtoffer voor te doen.

07-05-2015, 10:15 door Anoniem Reageer met quote

Het grootste gat is volgens mij dat ofwel iedere site toegang moet hebben tot het activiteiten log van de gebruiker met

alle privacy-gevolgen van dien, ofwel dat autenticatie op het device van de gebruiker moet plaatsvinden en niet op de

server/site, hetgeen wel ontzettend gemakkelijk te omzeilen is.

07-05-2015, 10:23 door Anoniem Reageer met quote

Een goed systeem tegen normale aanvallers.

Een aanvaller die zijn slachtoffer observeert zou het wachtwoord kunnen raden.

07-05-2015, 11:37 door Anoniem Reageer met quote

Volgens die onderzoekers ligt de nadruk op het onthouden van wachtwoorden. Dat vind ik toch echt niet de hoogste

prioriteit; ik heb liever een sterk wachtwoord waar geen enkele logica in zit en dat lastig te onthouden is.

Hoezo is het lastig te raden van wie iemand een sms ontvangen heeft? Iemands contactpersonen achterhalen en diens

telefoonnummers lijkt me niet zo moeilijk, gezien men tegenwoordig alles op internet kwakt. De kans is groot dat

aanvallers de juiste contactpersoon te pakken hebben.

En wie maakt er een wachtwoord van een item in je activiteitenlog? Een app of zo? En andere apps die daar toegang

toe hebben? Lijkt me niet zo veilig.

Ik gebruik de smartphone enkel om te bellen / sms'en en ook alleen als dat echt noodzakelijk is (dat is dus bijlange na

niet dagelijks). Daarnaast zit ik niet op Facebook of andere sociale media. Ik heb dus geen idee waar 'het nieuwe

systeem' een wachtwoord van wil maken.

07-05-2015, 16:33 door Spiff Reageer met quote

Door Anoniem, 11:37 uur:

Ik gebruik de smartphone enkel om te bellen / sms'en [...]

Waarom heb je daarvoor dan een smartphone, in plaats van een simpele featurephone?

07-05-2015, 16:48 door Anoniem Reageer met quote

Valt nu niemand over het feit dat 5,5% van de inbraakpogingen, lukt?

Ik ken zo'n slecht percentage alleen maar van systemen zonder wachtwoord of met een default wachtwoord.

Om nog maar niet te spreken van dat een legitieme gebruiker 1 op de 20 keer niet binnen komt.

Peter
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BASADAS EN CÓMO UTILIZAS EL 'SMARTPHONE'

Olvídate de '1234': las preguntas personales
podrían ser la mejor contraseña

Un grupo de investigadores propone utilizar cuestiones del estilo de "¿A quién llamaste esta
mañana?" como método alternativo de registro, de difícil deducción por parte de los 'hackers'
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Facebook, Gmail, PayPal… aprenderse todas nuestras contraseñas

puede ser una tarea titánica, a menos que caigamos en el frecuente

error  de utilizar la misma para todo. Por el contrario cualquiera es capaz

de recordar a quién envió un WhatsApp nada más despertarse, o quién

le llamó después de comer. Por eso estos datos podrían sustituir las

contraseñas de forma efectiva y segura, ya que se trata de una

información difícil de obtener por parte de un hacker. Al menos es lo

que defiende  un grupo de investigadores indios y estadounidenses.

Decía Gabriel García Márquez que “todos los seres humanos tienen tres

vidas: pública, privada y secreta”. Es en estas incógnitas en las que se

apoya el sistema ActivPass que, como su nombre indica, defiende

sustituir los passwords por la actividad personal del móvil. “Cuando hay

algo que compartes con tu smartphone y que nadie más sabe, eso es un

secreto y puede usarse como contraseña”, asegura a MIT Technology

Review  el investigador de la Universidad de Illinois y coautor del artículo,

Romit Roy Choudhry.

Los investigadores defienden la aplicación de su
sistema para compartir contraseñas como hacen
algunos usuarios con Yomvi y Wuaki

El robo masivo de contraseñas es una amenaza siempre presente

(como le ocurrió a Gmail a finales de 2014 ). Además, la dificultad de

recordar tantos datos se traduce en la repetición de combinaciones, que

disminuye la seguridad. Estos motivos podrían ser suficientes para

implementar un sistema alternativo, pero donde ActivPass quiere

convertirse en una alternativa sólida es a la hora de compartir

contraseñas.

Se trata de una práctica cada vez más frecuente. Por ejemplo para que

un amigo pueda ver una película que hemos alquilado en Wuaki , o para
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poder ver un partido de fútbol gracias a la cuenta de Yomvi  de un

familiar. Esto supone un problema: una vez finalizado el préstamo sólo

existen dos opciones. Una es cambiar el clave, una molestia si se hace

continuamente. La otra, dejarla, en cuyo caso nuestro colega o cuñado

sabrá cómo acceder al servicio, aunque no queramos que lo haga.

O se cambia el código, o nuestro colega sabrá cómo acceder a nuestro

servicio, aunque nosotros ya no queramos que lo haga. Gracias al

sistema de Choudhry se permite el acceso de forma temporal, ya que la

respuesta correcta cada vez. Podríamos avisar de que la clave es

“Alfonso” (a quien llamamos por la mañana), con la tranquilidad de que

al día siguiente la contraseña sería diferente.

Una propuesta que hay que mejorar

Para demostrar la viabilidad del sistema, el equipo de investigadores

preguntó a 70 participantes sobre sus actividades, a la vez que recogían

los datos necesarios de sus dispositivos. Las cuestiones podían ser del

estilo de “¿quién te llamó esta mañana?” o con múltiples respuestas:

“¿Cuál de estas páginas no visitaste esta mañana?”.

Aunque pueda parecer que la mayoría de la gente no es capaz de

recordar ni lo que cenó anoche, los voluntarios acertaron un 95% de las

ocasiones. Además, pudieron adivinar la respuesta correcta sobre otras

personas un 5,5% de las veces.

�� ��
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Las preguntas sobre la actividad personal son
fáciles de memorizar y difíciles de obtener por
parte de un 'hacker'

Este nivel de seguridad es claramente insuficiente, y así lo admite

Choudhry. El riesgo de fallar una pregunta propia o acertar una ajena es

demasiado alto. Pero el investigador considera que merece la pena

seguir trabajando en ello, y ya se encuentra en conversaciones con

Yahoo e Intel para evaluar el interés sobre su tecnología así como las

opciones para mejorarla.

Una propuesta como la de ActivPass podría tener más sentido si se

combina con otras medidas de seguridad. Por ejemplo si se intenta

entrar en nuestra cuenta de banco desde un dispositivo o lugar nuevo,

para así garantizar nuestra identidad.

En cualquier caso, y suponiendo que la memoria de los usuarios sea

suficiente para asegurar el éxito del proyecto, siempre quedará el asunto

de la privacidad. El porcentaje de datos personales que se hacen

públicos es cada vez más alto, y muchas personas podrían no estar de

acuerdo en que su móvil conozca quién es la primera persona con la

que hablan al despertarse.

Pisos con terraza en Barcelona, Madrid y otras ciudades de España

Houzz: “Decorar tu casa debería ser divertido, no una pesadilla”
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One simple solution for online passwords

By  Kevin Hartnett

GLOBE CORRESPONDENT  MAY 12,  2015

Online passwords are a pain. We have too many of them, they’re too hard to remember, and even with six or
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more characters (including a capital letter and a symbol!), they still feel vulnerable to hackers. Clearly something

has to change, but efforts to overhaul traditional password systems haven’t gotten very far.

A team of engineers has a new idea, though. Rather than ask you to remember dozens of passwords, it simply

asks you to remember the name of the last person you text messaged with.

The system, which was described recently in a paper posted

online  at the University of Illinois at Urbana-Champaign, draws

on the constant flow of activity in our online lives to create rapidly

changing passwords that are easily known to the user, but very

difficult  for others to guess.

“We are have mobile phones, laptops, tablets, the Apple watch,

Google Glass,” says Swadhin Pradhan, a doctoral student in

computer  science at the University of Texas and a co-author of the

paper. “If we can somehow capture data from those things then

we can do away with the current password thing.”

Pradhan and his collaborators came up with software they call ActivPass that operates in the background of your

devices, collects information about your activity, and repurposes it as security questions. The questions can be

multiple -choice or open-ended and can do with anything from the last song you listened to, to the name of a

website you visited recently, to photos you liked on Facebook, apps you’ve recently uninstalled, or people you

talked to on the phone.

Pradhan sees a couple of key advantages to this system. One favors all of us, the other favors The Man. The

benefit  for all of us would be that passwords would cease to exist as this external thing we need to keep track of

and instead would emerge naturally from the way we use technology. The benefit to corporations is that

ActivPass would make it harder for parents to share online subscription services with their kids. A Consumer

Reports survey conducted earlier this year found that 46 percent of subscribers to streaming services share their

passwords with people outside their households. Pradhan estimates this costs services like HBO Go and Hulu

tens or even hundreds of millions of dollars in lost subscriber revenue each year. With ActivPass, the password

would  constantly be changing; in order to watch Game of Thrones on your parents’ dime, you’d have to call your

mom and ask her what she bought on Amazon that morning.

Of course, the idea of a third-party service keeping tabs on what you browse is a little creepy. ActivPass is still in

the very early stages of development, and Pradhan says that privacy settings will be a main concern. In particular,

users will be able to choose the kinds of info they want collected as password fodder, which opens the possibility

of ActivPass doubling as a behavior management tool — a password nag that makes you answer for the ways

you’ve wasted time online.
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Correction: An earlier version of this story gave an inaccurate estimate of how much money HBO loses as a result of streaming

subscribers sharing passwords with non-subscribers.
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Who was the first person to text you this morning? What song did you listen to

during dinner last night? Which of the following news sites did you not browse this

morning? These types of questions could act as superior forms of user

authentication to the traditional passwords people use today when they log in to

apps and websites, according to five researchers.

In a paper titled “ActivPass: Your Daily Activity is Your Password,” a group of

researchers located in universities in Texas, Illinois, and India lay out a novel

approach to improving the security of login activity. The main thrust of ActivPass is

to observe a user’s recent Facebook, browser, phone, and SMS activities and ask

them questions based on those activities, which in an ideal world only the users

themselves would be able to answer. For example, “From whom did you get your

first call this morning?” could be a question posed to a user when they try logging

in to a website.

Related: Yahoo is eliminating passwords completely

The ActivPass project aims to address areas where traditional passwords are

failing, including the increasing burden on users to remember a growing number of

passwords (or to ease that burden by choosing common passwords that diminish

security), sharing of passwords for cloud-based services like Netflix, and the

increasing vulnerability of passwords being stolen.

Users would be able to configure the

system to determine how many

questions must be answered for

successful authentication, whether

multiple-choice questions can be asked,

and permissions to activity logs.

After an experiment involving 70

participants and their smartphone

activity logs (tracked with an app), the

researchers say their end-to-end ActivPass system was successful (i.e.,

authenticated legitimate users) 95 percent of the time. However, it was also

compromised (i.e., authenticated impostors) 5.5 percent of the time.

Related: Google needs to go back to the drawing board, as Password Alert is

hacked in 24 hours

“While this level of security is obviously inadequate for serious authentication

systems, certain practices such as password sharing can immediately be thwarted

from the dynamic nature of passwords,” according to the paper. While someone

may be willing to share a password for their Netflix account with a friend, they may

not be as willing to share their personal activities.

The researchers are speaking with companies like Yahoo and Intel to gauge how

useful this approach to passwords could be for enterprise users and what could be
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done to make it work, said Romit Roy Choudhury, an associate professor at

University of Illinois at Urbana-Champaign and a co-author of the paper, in an

interview with MIT Technology Review.

[Image courtesy of scyther5/Shutterstock]
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Are recalling text messages, calls and Facebook likes

a useful log-in strategy? Researches have put forth

their thoughts and investigations to check if this is of

any help. Even before getting into the depth of the

article, let’s try to ask ourselves one question. Who

was the first person to text us today? Can you recall?

Well even if you can’t recall, you can continue reading

the article. This is all about your Smartphone

Secrets.
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The above are some kind of questions that a group of

researchers are looking at. These kind of questions

could eventually be the log-in method for websites

and services. This is nothing but simple day to day

activities. The kind of things that you do regularly on

your smartphone or you computer sometimes can be

easy for you to recall at the same time difficult for a

hacker to guess. The researchers suggest that this

technique could kick in and be a good technique to

log-in. These Smartphone Secrets could possibly be

the log-in method to authenticate smartphones .

Smartphone Secrets| ActivPass

 Researchers of the Indian Institute of Technology
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(Kharagpur, West Bengal . India), The University of

Texas (Austin), The University of Illinois Urbana-

Champaign have conducted a study. The study

revealed how well the participants could answer the

questions based on the Smartphone Secrets of log

activity, including Facebook posts, websites visited,

songs downloaded, and people called and texted.

The Project was called ActivPass. It was found in the

tests that when researchers  were asking questions

about recent infrequent events (such as phone calls

form yesterday from a kin you haven’t contacted in a

while), it worked 95% of the time in testing.

 

This method of authentication may take the front

seat and replace the growing list of usernames and

passwords that we have to maintain, This

Smartphone Secrets technique can be used at least

as new backup just in case you forget your password.

Researchers also feel that you could cut down on

sharing passwords for services like Netflix.

 

The Algorithm

The study relates to researchers using an app to

collect data from the smartphones of participants.

They also gathered some data from the participants’

computers. The researchers also questioned the

participants to figure out how much of the small

details the participants could remember,  The team of

researchers used a suitable algorithm to find the

infrequent events to use as a basis for the questions.

96 percent of the time the users succeeded in

answering the questions about themselves correctly

on an average. They were only able to answer the

Smartphone Secrets questions about other people

less than six percent of the time.
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Romit Roy Choudhury, Associate Professor,

University of Illinois, Urbana-Champaign and Co-

Author of the research paper says,

“Whenever there is something that the

you and your phone share and no one else

knows, that’s a secret, and that can be

used as a key. Researchers are speaking

to companies like Yahoo and Intel to

figure out what if we are doing could be

useful for enterprise users and if so,

what is that needs to be done to make

the system work well.”

 

Smartphone Secrets| Issues

One of the issues that the researchers face

is, figuring out what kind of activity data users

are comfortable sharing.

The second issue is, how the system would

probably work if you haven’t used your phone

recently or can’t remember who texted you at a

particular time.

 

Similar Research Works

Similar research was conducted by Jason Hong, an

associate professor at Carnegie Mellon University.

He assessed that the percentage of users correctly

answering questions about other people is low, but
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the number was still large when the same service

was used by millions of people. This revelation has

led him to think that activity-based authentication

might work best as part of a more complicated

authentication process. If your phone determines

you’re logging in to a service from a new place, it

might ask you a few questions about your activities to

help ensure you are who you say you are. Some

websites already do some form of this like your bank,

for instance, may ask you to authenticate yourself if

you try to log on to your account from a new

computer.
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Eventually, this kind of authentication may replace the growing list of usernames
and passwords most of us have, or at least serve as a new kind of backup for
when you forget a password. Researchers also believe it could cut down on
sharing of passwords for services like Netflix.

“Whenever there’s something you and your phone share and no one else knows,
that’s a secret, and that can be used as a key,” says Romit Roy Choudhury, an
associate professor at the University of Illinois at Urbana-Champaign and a
coauthor of the paper.

In their study, the researchers used an app to collect data from participants’
smartphones and also gathered some data from their computers. In addition, they
quizzed participants to figure out what they could remember.

The team used an algorithm to find suitably infrequent events to use as the basis
for questions. On average, users succeeded in answering three questions about
themselves correctly 95 percent of the time, and they were able to answer
questions about other people less than 6 percent of the time.

Now, Roy Choudhury says, the researchers are speaking with companies like
Yahoo and Intel to figure out if what they’re doing could be useful for enterprise
users and, if so, what needs to be done to make the system work well.

One issue would be figuring out what kinds of activity data users would be
comfortable sharing. Another is how such a system would work if you haven’t used
your phone recently or can’t remember who texted you last night at 8:05.

Jason Hong, an associate professor at Carnegie
Mellon University, has conducted similar research. He
says that the reported percentage of users correctly
answering questions about other people is low, but
the number is still large when a service is used by
millions of people.

This makes him think that activity-based
authentication might work best as part of a more
complicated authentication process. If your phone
determines you’re logging in to a service from a new
place, it might ask you a few questions about your
activities to help ensure you are who you say you are.

Some websites already do some form of this—your bank, for instance, may ask
you to authenticate yourself if you try to log on to your account from a new
computer.
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Like Reply

In this scheme, the authentication app (login screen software), must have access to your sensitive data
*before* you input your "key." It uses that data to authenticate you. If I'm understanding the scheme
correctly, this makes encrypting sensitive data fundamentally impossible. 
The login app is directly accessing all your data. This means that anyone who copies the storage on
your phone can simply emulate the login app's behavior (e.g. some static decryption or the like) and
easily access that same data. On the contrary, if someone clones my laptop's HDD, the encrypted data
is still completely inaccessible without my password.

The software demands pre-authorization access to the very data it intends to protect. By its very nature
it can never provide more than the illusion of encryption. 

(It would, however, be law-enforcement's, and a thief's, dream.)

Am I misunderstanding the research? It seems inherently flawed in this vital regard.

Like Reply

gautier  May 5, 2015

@blazer2000x

In a case of a fully encrypted media it is certainly an issue, but for accessing a service it may
be feasible using for example the response as a token to access an encrypted "recent,
infrequent events" log. Tricky to implement in a safe and practical way but feasible as an
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JavaMan  May 2, 2015

gautier  May 2, 2015

Ralph Gizzip  Apr 30, 2015

engineering challenge. Nevertheless the biggest issue is the amount of fake positives: 5.5%
is definitively not acceptable and there is no smart engineering solution to human nature and
limits. 

Like Reply

blazer2000x  May 5, 2015

@gautier @blazer2000x Oh, of course. I see. For example, Facebook's service
might employ this scheme from their server end. So, I might navigate to Facebook,
enter my username, and be asked whose message I read last. (I would probably try
a few names, then give up in frustration; but, that's only me.)

But, there may, in fact, be a way around the fake positives. The trick must be in
the data pool selection. Perhaps, rather than recent data, the user might be asked
to confirm old, important data. I have regularly seen banking and credit-score
companies use credit history knowledge as a means to authentication, and it has
worked quite well for me. But, again, that's only me.

So, who knows? This may yet prove useful for service login.

Like Reply

gautier  May 6, 2015

@blazer2000x

The older data you use the less chance it will be secret, same for the
important data as they are probably core to your life so easy to infer.
Using transient and "futile" data is the safest but will generate more fake
negatives. Trying to minimize fake positive will probably require
disconnecting the authentication data from the service. For example login
to Facebook will require passing an event from Youtube and the
authentication service will just forward a positive ID authentication token
to the Facebook service, not the data itself (collecting the data from
various sources to create the data set will by it self have a lot of security
concerns). Nevertheless I am sceptical about this two factors
authentication scheme using "something you know" and not "something
you have" (or are). Somewhere it is just pushing the password issues
further down without solving them. You will still have to implement a
similar "I forget my password" service, it will still be possible to steal, to
infer or to replay these information.

Like Reply

As mentioned by @hitoshianatomi it is difficult for people to remember more than 5 passwords, therefore
wouldn't it also be difficult for people to keep track of who they texted/called at what time after a possibly
long interval?

Like Reply

5% of fake negative and about 6% of fake positive is seriously bad for an authentication scheme and I
don't see how it will be possible to improve this result consequence of the randomness of life events and
human memory. Maybe as a second factor. But passwords are terrible lets stay positive and praise any
research study that may help to improve the situation.

Like Reply

That's all well and good as long as you have a "smart phone" but many people have no need or desire
to own one.  What then, Master Chen?

2 Like Reply

TheCurious  May 1, 2015

@Ralph Gizzip That's a good question. But, they may own a laptop or facebook account. You
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hellofu  Apr 29, 2015

hitoshianatomi  Apr 29, 2015

johnwyz88  Apr 28, 2015

can use those digital activities as authentication challenges.

Like Reply

this also only works if the NSA or any other spy agency isn't watching you.

1 Like Reply

TheCurious  May 1, 2015

@hellofu Exactly. There can also be man in the middle who may not be good ;) But, you can
have this kind of system for locking your sensitive apps which even your spouse can't unlock.
Any information will not go to the cloud or third party. It will remain with you and can be used
as your security.

Like Reply

Phones are easily left behind, lost, stolen and abused. Then the remembered password would be the
last resort.

At the root of the password headache is the cognitive phenomena called “interference of memory”, by
which we cannot firmly remember more than 5 text passwords on average.  What worries us is not the
password, but the textual password.  The textual memory is only a small part of what we remember.  We
could think of making use of the larger part of our memory that is less subject to interference of
memory.  More attention could be paid to the efforts of expanding the password system to include
images, particularly KNOWN images, as well as conventional texts.

1 Like Reply

TheCurious  May 1, 2015

@hitoshianatomi Fantastic insight ! Cognitive overload is the main reason behind ruining any
kind of HCI system. Authors of the paper used text based system but it can also be converted
to series of images of your activities using phone's front camera. But, I think it needs further
research.

Like Reply

There could be some potential concerns on this authentication method. If your friend who texted you
today is hacking your facebook account, and the only mean of authentication is who texted you today,
then your friend can easily by pass what you think a solid authentication methology. But otherwise, a
great idea.

1 Like Reply

TheCurious  May 1, 2015

@johnwyz88 I think that authors did not attempt to pose this as a single level authentication
system as there are potential pitfalls like you pointed out. But, it can be a good candidate of
secondary authentication system which can replace static security questions used in password
recovery or banking authentication. Authors also experimented with the friend scenario and
came up with a few suggestions like using outlier activities (which one generally do not do),
using activities which one has not done etc. 

Like Reply
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30 ������������ 2015, 9:06

�����	��:  daypic.ru

�����������	 ���� ���
���������-������������
�
�%�������������� �-���%�	��������

�������	�����	��-������������
���������� ���������	 �
�� �
�����
���� �������, �����	��������� �����������	���� �
�� �����	 �������������,

����������
�
���� � �������	���	 �
���������
�	���	 ������������	�����	 �� ��������������
��

�����������������	�������
 ������������ ������������	�������������� �������������	�������� �������	�� ������������������������ �����

���	���	��� ������������ �	�� ������	�������	�������� �������������	����. �����������
 �	������������	��������  �� ACM

Digital Library.

�������������, ���	��������������
 ����
 ActivPass, �������������������� ���� �����������	���� ���	�������	�����������


������	����  ����������������, ���	������ ���� facebook � SMS-���	�	����������
 � ������	������������

���	���������������� ������������ �����
 ���	���	, �����	���� ���������������� ���	�����	���� ����� ������������������������ ����

�������	���	������ ��������������� � ������������. �!�������������, ������������� ���	������ ���	��������������	�����������
, ���	����

���������	���� �������	�����
 �	�����������������	 SMS �� �����������	����. �"�������	 �����
 �������������	���	 ���	�������

���������	 �	������������� ���� ����� ���	�����	����, �����
������������ �� ���������������� ��������������
���

���	�������	�����������
 �� �������������	����.

«�#�	������ ���� �����	-���	 �������������� ���������� �����	�� �������������	��, �$���	 ��������������	 ���	�������	 ������ �

�����������	����, ����������	 ���	�$���	���� ��������� ������������ ���	�����	 ������	�������	�������� �����


������������������������», — �	���%�
�����
���� �&�	�� �'�	�����������, �	����� ��� ���	�������	���	�� ������������	��������
.

ActivPass �����	������������	������� ���� 70 ���	�������	�����������
��, ���	���
 ����������������

«���	��������������������» ������������������������� ���	������������� 5,5%. �!�������	�����
 ���� ���	����� 95%

���� �� �� �� �� ��  �	 ��  �� �
 �� �
  30.05.2015

�����,�����	���)�,�	�����	 �,�	�����-������
�����������
�� �� �������	����
�*�
���������� ����������

� �������
����
�!����������
�"��������
�#���������
�����	 ��������������
�����������
 �$���
���	������
�!���%���	 ���������	�%���	

«�'���	���
������» �� «�#�
���	������» �������������,����������
������������  ���� 3G �
�����-��

15:36

29.05.2015

Google �����	�,�
���������� ���������  ���������
�	�������
09:32

27.05.2015

������������� ���� ����������: ������������������� ����������������
���������� , ������������������������  �� ��������������������� 

17:11

�2���	��������
������ �������������� �����	�
������������
�����
�����������
���������	�������� �������������������� FIFA

10:38

�� �!������������ �"�������� �������������#���� �������$��
�"��������#���$�� �����������������$

10:22

26.05.2015

� ���������%���
�
���� �������	�� ���������	�
���� �������������
�� ���� 4G
�� 2017 �����,��

11:43

25.05.2015

�3���-����-������: �� �����������	 ���� �������������� �����	�-���,�	������
�������	�,���� �#���,�)�	�  �����,��

09:40

21.05.2015

�%�&���������� �%�������"�������'���� �������(������
��������������#�����) �������#���� �� �������������������"

15:38

20.05.2015

�����
�����%�����,�-����  �������������-���� �
�������������%��
Facebook, Twitter �� Google

10:07

18.05.2015

Windows 10 ������,�	�� �� �
�	�%�� ���	���
������14:55

E-mail:

�������������������	�
 ���� ����	�	�������� ���������	������

�
������������	�� �������� ������������ �� �������� ��  ������������ ��������������
�����������	������.
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0

�$����������������	������ �������������, ������������	����������� �	����������� ��, �����	 ����� ���������	���	��

�$�������������������� �� ���������������-��������������� 5,5% �$���	 ���������	���� ��������������

����������������	������	���������	���	 ���	���������� � ������������� �����	�����	������	 ���	�������������������� �����


�����	���������������	�� �$��������������������.

�(�����	���� ���������� ��, �����	 ActivPass ���� ���	�������	 ���	������ ��������������� ��������������� ��������	��

�������	������ ���	�������	�����������
, ���	 � ���	������������������	 ���	������ ���������	��������������� ���	����������������	��

���	�������	��������� �	������� ���������������	��, �����	 ���	�������� ���� ���	�������� ��������������� �� �����������	��

���	����������	��.

�"�	�����	�� ������������������������ �� ���	���������������	�� ������� �����	��� ���	���������	�����	 �	�������	 ���-����

�����������������	 ���	��������������� �	����������-������������	��. �!�����	���	������ �����	������	���������� ���	�����������	�� �

���	������������� �����������	���	�� �������� ���������������� �� �� ������������� �������������� �	���������������	�� ��������������.

�&�������� �� ������������ �������� �����	�������	������������	�������� �������������, ������	��������� �����
 ���������	��������

�$�������� �����������	���� ������ ����	�������������������� ������������.

����������������: N+1

���
������������ �����%�%�	����������� 

0 2

Like

+ 1

�'���%�%�	������������ (3)

0irenjane 30 ������������ 2015, 09:45 Jane, Kiev #

0Qwerty1999 30 ������������ 2015, 12:58 #
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